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Abstract

A powerful feature in mechanism design is the ability to irrevocably commit to the
rules of a mechanism. Commitment is achieved by public declaration, which enables
players to verify incentive properties in advance and the outcome in retrospect. How-
ever, public declaration can reveal superfluous information that the mechanism designer
might prefer not to disclose, such as her target function or private costs. Avoiding this
may be possible via a trusted mediator; however, the availability of a trustworthy medi-
ator, especially if mechanism secrecy must be maintained for years, might be unrealistic.
We propose a new approach to commitment, and show how to commit to, and run,
any giwven mechanism without disclosing it, while enabling the verification of incentive
properties and the outcome—all without the need for any mediators. Our framework
utilizes zero-knowledge proofs—a cornerstone of modern cryptographic theory. Appli-
cations include both private-type settings such as auctions and private-action settings

such as contracts, as well as non-mediated bargaining with hidden yet binding offers.
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“Don’t tell customers more than they need to know.”
—Ferengi Rule of Acquisition #39, Star Trek

1 Introduction

At the heart of the mechanism-design paradigm lies the designer’s ability to commit to a
mechanism. Public declaration of the mechanism does not only facilitate the commitment,
but also serves to allow the players to inspect the mechanism and verify its strategic prop-
erties or other properties of interest. For example, the fact that a player will recognize a
dominant strategy as such enables the mechanism designer to predict play when designing
the mechanism.

However, the mechanism being an “open book” reveals far more than incentive prop-
erties. By inspecting the mechanism, players might be able to infer information that the
mechanism designer may have preferred to conceal, when such information influences the
design of the mechanism. For example, consider a setting with one seller with one good
for sale, and one buyer. Imagine that the seller posts the optimal monopoly price for the
good—a price calculated based on both the seller’s prior over the buyer’s valuation and the
seller’s cost. Then, a buyer who knows the seller’s prior could reverse the calculation and
infer the seller’s cost (under generic conditions). And, this cost might be a trade secret.! In
more complex auction or selling settings, one could think not only of costs as being trade
secrets, but also of inventory size, production capabilities, and even qualitative features such
as whether the mechanism was constructed to maximize welfare or revenue.

One way to commit to a mechanism without disclosing any information except for its
incentive properties is via a trusted mediator. In the monopoly-price example, the seller
could discreetly entrust such a mediator with the price. The buyer would then declare her
value (maximum willingness to pay), and the mediator would reveal the price if it is lower
than the buyer’s value, and otherwise only say that the price is higher than the value. With
more general mechanisms, the mechanism designer could discreetly entrust the mediator
with the mechanism description, while the mediator could verify and guarantee its incentive
properties (e.g., individual rationality and incentive compatibility) to the players. After all
bids or actions have been declared, the mediator could certify that the outcome declared
by the designer indeed corresponds to the mechanism entrusted to her in the outset. The
mediator would then never speak of this mechanism again.?

The availability of a trustworthy mediator, however, is a strong, often unrealistic, as-

"Why the seller might wish to keep her cost, or any other information, secret is unmodeled for now
(and surely breaks away from a standard monopolist setting, so this example is in no way a criticism of the
literature on revenue maximization).

2Indeed, some trade secrets might be harmful if disclosed even years later.



sumption. Indeed, when the famous German poet Johann Wolfgang von Goethe trusted
his personal lawyer to serve as a mediator and keep secret the reserve price in a BDM-style
offer (Becker, DeGroot, and Marschak, 1964) that Goethe made to his publisher to elicit the
publisher’s valuation of Goethe’s new poem, Goethe’s own trusted personal lawyer turned
out to not be trustworthy: he leaked the price to the publisher, who could then bid precisely
that price and no more. In their paper that recounts and analyzes this fascinating story,
Moldovanu and Tietzel (1998) note:

“Commitments based on a secret reserve price are, in general, hard to achieve: if it is
secret, what is to stop the seller from reneging? Part of Goethe’s cleverness consisted in

devising the scheme such that commitment is achieved by using a third, neutral party.”

In this paper, we investigate to what extent secrecy guarantees such as those provided
through a reliable mediator can be given absent a mediator, or in other words, to what extent
public disclosure is an inseparable part of commitment to a mechanism when a mediator is
not available.

The traditional protocol that is used to commit (by public declaration) to an IR (indi-
vidually rational) and IC (incentive compatible) direct-revelation mechanism and then run
it can be formalized as consisting of three messages:

1. Commitment: The mechanism designer (e.g., seller) sends a message to the player
(e.g., buyer),? describing the mechanism. By virtue of this message, (a) commitment
is established (if the mechanism designer fails to follow the mechanism later then this
will be publicly known and hence punishable), and (b) the player can verify that the
mechanism indeed is IR and IC.

2. Direct revelation: The player decides whether or not to participate, and if so, sends a
message to the mechanism designer, revealing the player’s type.

3. Running the mechanism: The mechanism designer sends a message to the player,
declaring the outcome. The player can then verify that the outcome is consistent with
the mechanism that was fixed in the first message.

In contrast, with mechanism secrecy in mind, one may ideally be interested in a protocol

along the lines of the following, too-good-to-be-true protocol:

1. Commitment: The mechanism designer sends a message (say, a sequence of numbers) to
the player. By virtue of this message, (a) commitment is established (in the sense that a
mechanism was fixed, and if the mechanism designer fails to follow the mechanism later

then this will somehow be publicly known and hence punishable), and (b) the player

3For simplicity, in the introduction we focus on the case of one player.



can verify that the mechanism is indeed IR and IC. However, this message must
not reveal anything about the mechanism except for it being IR and IC.

2. Direct revelation: The player decides whether or not to participate, and if so, sends a
message to the mechanism designer, revealing the player’s type.

3. Running the mechanism: The mechanism designer sends a message to the player,
declaring the outcome and containing additional information (say, a further sequence
of numbers). By virtue of this additional information, the player can then ascertain
that the outcome is consistent with the mechanism that was fixed when the first mes-
sage was sent. However, it must be that nothing observed by the player can
reveal anything about the mechanism that would not have been revealed
in the mediated protocol with a trusted, trustworthy to be truly discreet,
mediator, i.e., anything beyond the mechanism being IR and IC, its out-
come for the specific player’s type, and whatever can be inferred from the
combination of these.

We note that the desideratum is not for a limited commitment to parts of the mechanism
while the designer can still change the rest, but for a full commitment, fixing the entire
mechanism, yet revealing only certain facets of it.

Quite remarkably, despite economic theory usually unearthing tradeoffs, in this case we
show that no tradeoffs are needed. That is, we show that the too-good-to-be-true hope
of having a protocol as above turns out to be practically true (we make this precise momen-
tarily). We construct a protocol that can be used to commit to, and run, any mechanism,
without disclosing it but while certifying its properties (such as IR and IC). From the
point of view of the players, participating in this protocol is strategically equivalent to
playing a direct-revelation mechanism (just like playing through a mediator, as dis-
cussed above, is). The “only” difference between our protocol and traditional protocols is the
way the mechanism is described and outcomes are certified, which provides the same secrecy
guarantee to the seller as playing through a trusted, trustworthy mediator does—which can
be thought of as a “first best” privacy—however without the need for any mediators, reliable
or otherwise, and without the need for any preexisting trust between any parties.

To practically implement our protocol, we take a cryptographic approach. More precisely,
we turn to zero-knowledge proofs, a cornerstone of modern cryptographic theory. At a very
high level, the first message—the commitment message—contains a cryptographic commit-
ment to the mechanism (not to be confused with the game-theoretic notion of commitment,
even though in this paper the former implements the latter). One might intuitively think of

4

this cryptographic commitment as an encrypted version of the mechanism.* The commit-

4That said, at the technical level the requirements from commitments and encryptions are quite different.



ment message also contains a zero-knowledge proof that the commitment is to a mechanism
that is IR and IC—and/or satisfies any other arbitrary properties that the mechanism de-
signer wishes to expose, such as group strategyproofness, stability, etc. This zero-knowledge
proof is a mathematical object that when examined, convinces the player beyond any rea-
sonable doubt that the mechanism designer has created the cryptographic commitment by
hiding a mechanism that satisfies the claimed properties, but reveals no other information
about the mechanism. The additional information in the third message—the run message—
then contains a zero-knowledge proof that the outcome really is the output of the mechanism
committed to in the first message, when applied to the player’s type. Again, this is a mathe-
matical object that when examined, convinces the player beyond any reasonable doubt that
the mechanism designer has not only created the cryptographic commitment in the first mes-
sage by hiding an IR and IC mechanism, but furthermore calculated the outcome by running
this mechanism on the player’s declared type, but reveals no other information about the
mechanism. We emphasize that the mechanism is never disclosed to anyone by the designer.
Rather than a traditional commitment to an observed mechanism via verification of pub-
licly observed signals (the mechanism announcement and the outcome announcement), we
here have a self-policing commitment to a never-observed mechanism, yet (similarly to a
traditional commitment) still via verification of publicly observed signals (in this case, the
messages), and without the need for any mediator or preexisting trust. And yet, as noted,
this is achieved without relying on any mediators and without changing the strategy space
of any player, maintaining strategic equivalence to the traditional protocol by which the
mechanism is publicly announced and then played. In a precise sense, we decompose
the classic notion of commitment to a mechanism, showing that disclosure of
the mechanism is, in fact, not an essential part thereof.

We say “practically true” and “practically implement” in the preceding paragraphs be-
cause like virtually any other cryptographic guarantee, there is some “fine print” involved.
You, our reader, are most likely reading this introduction within a web browser. This web
browser, near the URL (web-site address) of the paper, might display a lock sign, which you
trust to mean that any communication between your computer and the web site is read-
able only by your computer and by the web site. While this is what the lock sign practically
means, it is in fact not what it precisely means. What it precisely means is that (1) assuming
that certain computational problems (such as factoring large numbers) are computationally
hard, and (2) assuming that any eavesdropping third party does not have exceedingly high
computational power (say, more than all computers in the world combined), and (3) barring
an exceedingly unlikely lucky guess by an eavesdropping third party (intuitively, correctly

guessing a strong encryption password), then any communication between your computer



and the web site is readable only by your computer and by the web site (barring any bug in
the browser or web-site software that implements the cryptography, of course).®

Our two main guarantees for the protocol that we construct are hiding—the guarantee
that the player learns no more than in the “first best” mediated protocol; and committing—
the guarantee that if there is any violation by the mechanism designer (i.e., mechanism not IR
or IC / not following the mechanism when calculating the outcome) then this becomes known
to the player. Similarly to the above discussion on cryptographic guarantees, each of these
two guarantees holds (1) under standard, widely believed assumptions that certain compu-
tational problems are computationally hard, and (2) assuming that the agents (the player
for the hiding guarantee, the mechanism designer for the committing guarantee) do not have
exceedingly high computational power, and (3) with probability 1—& over some event that
neither the mechanism designer nor the player can influence.® Naturally, what is considered
“exceedingly high computational power,” and what ¢ is, are parameters of our construction.”

An important property of our protocol is that it is feasibly computable: the computa-
tional power required by “well behaved” agents (i.e., those who participate in the protocol
without malice)—for the mechanism designer, this is the computational power of generating
the commitment message and run message; for the player, this is the computational power of
verifying the commitment message and run message (recall that our protocol is strategycally
equivalent to traditional ones, so the only message sent by the player is the single message
that contains her type)— is smaller by many orders of magnitude than the computational
power against which the protocol provides a guarantee. Moreover, the computational power
required by well behaved agents increases exceedingly slowly as we decrease €. In a precise
sense, well behaved agents that have moderate computational power get very strong guarantees
against adversaries with exceedingly greater computing power.

Admittedly, there are many components involved, which might be overwhelming. For this
reason, before we start defining our model, in Section 2 we present four illustrative examples

that we have constructed to provide a more gradual demonstration of how everything fits

®The guarantee with respect to point (3) is technically somewhat more nuanced, guaranteeing that the
eavesdropper not get any nonnegligible “edge” (whether by guessing a password or otherwise).

SFor the hiding definition, our guarantee with respect to point (3) is again—as in the web-browser
privacy guarantee (see Footnote 5)—technically somewhat more nuanced, guaranteeing that players do
not get an “edge” of more than € in terms of their ability to discern between possible mechanisms. The
protocols that we construct in Section 2 in fact provide a much stronger, unconditional “perfect hiding”
guarantee that neither relies on computational assumptions or restrictions, nor allows for any “edge” or
failure probability whatsoever. See also a discussion in Section 4.3.5

"Cryptographic constructions are usually not directly parametrized by an attacker’s computational
power and success probability € as ours are, but rather by a parameter called a “security parameter,” which
in turn implies both of these values but is harder to interpret from an economic perspective, for which
reason we avoid such a paratmetrization.



together. For each example, we consider a simple standard auction setting, and give a com-
plete, self-contained construction of our protocol that does not rely on any cryptographic
background, and delegates no part of the construction to external sources. To do this in
a (relatively) simple, self-contained manner, we devise novel simple zero-knowledge proof
techniques that are tailored to the specific examples. In particular, we provide a simple way
to commit to numbers (e.g., prices) and to give zero-knowledge proofs of properties such
as inequalities between these numbers. While this could be done using generic tools, the
result would be considerably less intelligible. As we show, however, our novel construction
easily generalizes also to arbitrarily complex committed information and proven properties.
The resulting novel protocols, built using simple tools, are (relatively) accessible, very light
computationally, and can be easily implemented in practice.

The examples in Section 2 also serve to demonstrate the notion of “what can be deduced
from just the outcome of a mechanism.” The first example implements a simple mechanism
that prices a single item at some price. In that example, if the item is sold, then the price is
revealed (as part of the outcome), however if the item goes unsold, the price remains hidden
and the buyer only learns that her bid was below the price (as can be inferred from the
no-trade outcome). The second example considers a seller who prices two items for sale to a
unit-demand buyer. Unlike in the first example, in this example it is never the case that all
prices are revealed: Even if one of the items is sold, the price of the other remains hidden,
with the buyer only learning that the hidden price is larger than some amount (as can be
inferred solely from the outcome and from IC).

The mechanisms in these first two examples simply consist of item prices, and are there-
fore IR and IC by design. The third example deals with a richer parametrized family of
mechanisms, not all of which are IC, and demonstrates the use of zero-knowledge proofs not
only for the consistency of the outcome with the committed mechanism (as in the first two
examples), but also for the mechanism being IC.

Finally, the fourth example involves randomized mechanisms. For a randomized mech-
anism in a mediated protocol, we can have the mechanism designer declare the realized
outcome, and have the mediator not only guarantee mechanism properties and certify the
correctness of calculations, but also vouch that the realized outcome that is declared to the
player was fairly drawn from the outcome distribution (while keeping the outcome distribu-
tion hidden from the player). As the fourth example demonstrates, our framework (despite
having no mediators) similarly allows for the player to only learn the realized outcome of a
randomized mechanism, while still being convinced beyond any reasonable doubt that the
randomization was performed fairly. (This once again utilizes zero-knowledge proofs.) In

fact, one might view this example as motivating adding randomization to payments in order



to reduce the amount of information revealed about the mechanism: Instead of charging,
say, $17 for an item, one can charge $1000 with probability 17/1000 without hurting incentives.
Then, the buyer only sees a realized price of $0 or $1000, and because the distribution is
hidden, does not know the real price with certainty.

We emphasize that our framework goes far beyond these four examples, and is completely
general in terms of the settings and mechanisms hidden, with no functional-form restrictions
whatsoever. To give just two starkly different examples, our framework can be used on the
one hand to hide minute details of far more complex mechanisms (e.g., hide the details of
a complex multi-dimensional randomized screening mechanism), and on the other hand to
hide major qualitative features of mechanisms (e.g., in a matching setting, hide whether the
mechanism that is run is Serial Dictatorship, Deferred Acceptance, or Top Trading Cycles).

After reviewing preliminaries and formalizing the traditional and mediated protocols in
Section 3, in Section 4 we provide our main results (for general mechanisms). We note that
while eliminating third parties from various settings is a decades-long high-level agenda in
cryptography (perhaps analogously to revenue maximization in economics), it is always the
case that “god is in the details” in terms of what precisely can be guaranteed and proven,
how, and in which setting. This is further compounded by the fact that our definitions and
guarantees are stated in quite a starkly different manner than any analogues of them (for
other contexts) would be in the cryptographic literature; indeed, our modeling and desiderata
are designed to put economic usefulness front and center.

In Section 5, we show that our framework applies equally also to contract-design settings
with moral hazard (i.e., mechanisms with private actions rather than private types).® Using
our framework, a principal can commit to any contract while proving arbitrary properties
of the contract (such as IR, limited liability, and what the optimal level of effort to exert
is), and eventually also prove that the contract was adhered to (i.e., that the wage paid is as
specified by the contract for the publicly observable realized returns), all without revealing
to the agent who agrees to the contract any further information about the contract (except
what can be inferred from the combination of the proven properties and the realized returns

9 For example, a common form of contract for a principal to offer to an agent

and wage).
is a constant fraction of the overall revenue (returns less the principal’s cost). Using our
framework, a principal can commit to follow such a contract that is hidden from the agent,
however prove to the agent that the contract is of this functional form and incentivizes effort

(i.e., that the wage expected by the agent if investing effort covers the agent’s effort costs),

80Qur framework applies also to mechanisms with both private types and private actions.

9Ederer et al. (2018) identify settings in which ex-ante committing to an “opaque contract” strictly
dominates the best transparent contract. Our framework allows to create such a commitment without any
mediators or preexisting trust.



and eventually prove that the contract was adhered to. The agent would eventually learn the
overall returns and her wage, however would learn neither the precise fraction of the revenue
that she got nor the principal’s precise cost (she would only learn some joint function of
both of these values). These details, of the contract that the agent accepted, would remain
forever hidden from the agent. Hiding contracts also allows a principal to hire several agents
without allowing them to compare the detailed terms of their contracts.”

There is, of course, prior literature, mostly within computer science, that aims to apply
cryptography to economics. Closest to our paper is the literature within mechanism design
that focuses on the privacy of player types/valuations (for auctions, see, e.g., Brandt, 2006;
Parkes et al., 2008, 2009; Micali and Rabin, 2014; Ferreira and Weinberg, 2020; and see
Bogetoft et al., 2009 for a real-life application to auctioning allowances for growing sugar
beets in Denmark; for matching mechanisms, see, e.g., Doerner et al., 2016; for more general
mechanisms, see Izmalkov et al., 2011; see Haupt and Hitzig, 2022 for a non-cryptographic
approach). In these papers, however, the mechanism is commonly known, and the challenge
is to run this commonly known mechanism without revealing the types of the players. Our
focus is different, conceptually and technically: We focus on the secrecy of the mechanism
itself, which introduces new challenges such as proving/certifying certain properties of the
hidden information (e.g., IR and IC; or IR, limited liability, and the optimal level of effort
to exert). In the age of social networks, it is indeed not far fetched to have settings in which
companies value their privacy considerably more than users do.

Another feature of this previous literature on cryptography and economics is that hid-
ing the players’ types without a mediator or physical means involves enlarging the action
spaces of players, which creates theoretical room for various threats, and hence degrades
strategic properties. In contrast, our framework allows for clear separation between the
cryptographic and game-theoretic layers: Our protocols—despite hiding the mechanism—
are direct-revelation protocols, strategically equivalent to simply running the mechanism
using traditional protocols, precisely preserving its incentive properties. In Section 5, we
also describe an extensions of our framework that combines our approach with that of this
previous literature, to hide both the mechanism and type reports.

Also at the interface of cryptography and economics is the exploding study of blockchain
protocols such as Bitcoin and Etherium, reviewing even a small portion thereof would be
outside of the scope of this paper. We do note that there currently are no established ways
to hide mechanisms on top of blockchains. One could certainly deploy the machinery that

we develop in this paper on top of a blockchain to give such capabilities (e.g., enrich smart

0Cullen and Perez-Truglia (2022) find that an increase in employees’ perception of their peers’ salaries
has a negative causal effect on effort and performance.



contracts to implement protocols such as those described here). We emphasize that running
a blockchain involves a complex infrastructure and monetary reward model that give rise
to intricate incentives, all of which are not at all required for our machinery. Indeed, our
machinery does not compound any extraneous incentive on top of those originally in the
mechanism that is run. Furthermore, in stark contrast with running a blockchain, the com-
putational resources required by all of the illustrative examples that we give in Section 2 are
so low that they could be directly run even on the buyer’s and seller’s wristwatches.

Section 5 also introduces extensions beyond mechanism design. First, we describe how
players can commit to hidden strategies in sequential games while only proving certain prop-
erties of these strategies. Second, we show how to implement (without a trusted mediator)
a correlated equilibrium that is known only to a principal and to none of the players, by
proving only obedience to the players via zero-knowledge proofs.!!

While we leave unmodeled the reason for the desired secrecy of the mechanism, we do note
that one possible motivation is a scenario with multiple stages or repeated interaction, such as
bargaining.!? In such a setting, absent a mediator who is mutually (rightfully) trusted to be
neutral and keep offers secret, making an offer is traditionally seen as inherently linked with
disclosing information. Our framework decouples the identity of the party making the offer
from that of the party disclosing information, by allowing the former to make arbitrarily com-
plex or detailed offers (captured, e.g., by proposing an IR and IC mechanism) without disclos-
ing them (with only the receiving side disclosing information as she responds to the offer, or,
via an extension that we describe, even with no side disclosing information). That is, in a pre-
cise sense, our framework allows pooling even by parties making different offers. Concretely,
Copi¢ and Ponsati (2008) study a bilateral-trade problem with incomplete information and
show that bargaining through a neutral, mutually trusted mediator who keeps offers hidden
might increase welfare;'® our framework provides a path to the same benefit without the need
for a mediator. As another example, Hérner and Vieille (2009) consider a market-for-lemons
bargaining setting with correlated values, and show that keeping offers hidden until they are
accepted, the process is more likely to reach agreement; once again, our framework provides
a path to the same benefit without a mediator. In both of these examples, the secrecy ob-
tained through using our framework translates into increased gains for all, compared to what

has been previously known to be achievable absent a neutral, mutually trusted mediator.

UDodis et al. (2000, 2007) and Katz (2008) leverage cryptography to implement a commonly known
correlated equilibrium by replacing a mediator with cheap talk (see also Ben-Porath, 1998 and Gerardi,
2004, who tackle a similar problem using non-cryptographic assumptions such as a larger number of players).

12Repeated-interactions settings are also very appropriate as it is well known that in such settings,
commitment can be sustained if deviations are identifiable (as is the case in our framework).

13 Jarque et al. (2003) also analyze bargaining through a neutral, mutually trusted mediator who observes
the offers from both sides yet keeps them hidden.



Relevant applications with multiple stages within mechanism design could include a set-
ting with an aftermarket (Dworczak, 2020) with the added feature of the seller also par-
ticipating in the aftermarket (and therefore interested in keeping her information hidden).
Also within mechanism design, while our framework does not have any direct bearing on
equilibrium analysis in the informed designer /principal problem, we note that it can be used
to remove the need for a mediator to run the designer’s chosen mechanism, as well as remove
the requirement for common knowledge of the designer’s type space.

Finally, we touch upon an application of a different kind. The communication require-
ments of mechanisms have received attention in both economics and computer science (Nisan
and Segal, 2006; Segal, 2007; Dobzinski, 2016; Gonczarowski, 2018; Gonczarowski et al.,
2019b; Rubinstein and Zhao, 2021; Rubinstein et al., 2021; Babaioff et al., 2022). All of
these papers study the communication requirements of running a commonly known mech-
anism. But what if the mechanism is not ex-ante known to the players? For a selling
mechanism for a single buyer (essentially, a menu), absent any a priori structure on the
mechanism, the communication required to describe the mechanism is the size of its menu—
exponentially larger than just running it (Babaioff, Gonczarowski, and Nisan, 2022). Our
framework, however, provides a way to prove that the mechanism is IR and IC before run-
ning it, without communicating the entire menu. As we show in Section 4.3.4, leveraging
a state-of-the-art variant of zero-knowledge proofs known as ZK-SNARKSs, we can in fact
reduce the communication requirements of our zero-knowledge protocols to be polylogarith-
mic in the size of the mechanism description (that is, a polynomial of the logarithm of its
size—smaller than its size by orders of magnitude), i.e., on par with the communication
requirement of running the direct-revelation mechanism if it were already commonly known.
It was previously unknown how to achieve such a dramatic reduction in the communication
requirements of mechanisms even when secrecy is not required.

While our framework is theoretically sound for use by “Homo economicus” agents, one
may rightfully wonder regarding applicability of our framework for real-life use. To answer
this question, we recall one success story of introducing as-technical cryptography into mass
use: that of web-browser communication encryption, symbolized by the browser’s lock sign.
Users who surf the World Wide Web are spared from directly interacting with the intricate
mathematics required for encrypting their browser communication, since the browser soft-
ware handles all of the math. The browser software itself is (rightfully) trusted by users
because it is written by a well-reputable party and audited by many independent experts.
Note, however, that this well-reputable party is not a mediator in the traditional sense:
it is never entrusted with the browser communication; this communication only exists un-

encrypted on the user’s computers and on the web-site server. This model has worked
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successfully for three decades, and a very similar model could be used for implementing the
machinery in this paper: A well-reputable party could write the software for the mechanism
designer and players, which would be audited by independent experts.!* The mechanism
description would exist unencrypted only on the mechanism designer’s computer, yet its

properties and outcome would be (rightfully) trusted by all users.'

1.1 Contributions

As this paper builds upon techniques in cryptography to derive economic results, it might
be hard for either cryptographers or economists to fully elucidate its contributions. It is
therefore worthwhile to emphasize several facets of our contribution:

e A further distillation and decomposition of (economic) commitment. The
concept of commitment in economics, at least when there is no preexisting trust or rep-
utation, is by and large thought of as implying full disclosure. By decoupling commit-
ment from disclosure—constructing committing and hiding protocols while maintaining
strategic equivalence—our results shed a new light on this fundamental concept.

e Modeling, definitions, protocols, and corresponding proofs. The ways by
which we model our protocols, and our desiderata on them, are novel. In particular,
in order to convey their respective economic meanings, our desiderata had to be for-
malized substantially differently than standard cryptographic definitions that serve any
analogous technical purposes in other models. Our proofs, in turn, have to navigate this
gap (e.g., our results could be contrasted with the more standard cryptographic results
from Appendix C, upon which we build). Throughout this paper, footnotes that discuss
noteworthy departures from standard cryptographic formalisms, and which are aimed
at readers with background in cryptography or who are interested in more technical
discussions of contrasts with standard cryptography, are marked with a wrench sign.’ 16

e Accessible, illustrative, practical examples. The cryptographic construction of
our examples from Section 2 is novel and completely general, yet built from first prin-
ciples. These examples both illustrate the ideas of this paper without requiring any
background in cryptography, and are readily applicable.

e A new application for zero-knowledge cryptography. A main challenge in find-

14This could possibly even be part of the browser software in the case of online auctions, where an
icon similar to the browser’s lock sign—perhaps a stylized check mark (leveraging its older sibling icon’s
decade-old credibility)—would confirm the validity of claims made by the designer.

15Tn this setting, our results guarantee that the mechanism description is kept secret even if players use
any other software, and the mechanism properties and outcome can be relied on even if the mechanism
designer uses any other software. Each user need only trust that the software she is using is coded properly
(as one trusts any other software on one’s computer).
’1GSee, e.g.,, the footnotes on our definition of implementing, hiding, and committing (Definitions 4.1 to 4.3).
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ing real-life applications of zero-knowledge proofs is that in many potential applications,
it is unclear what precisely the formal statement one wishes to prove is. (Such clarity
is crucial since one learns nothing beyond the correctness of this specific precise formal
statement.) Our paper identifies a domain in which for half a century there has been

wide consensus regarding what the precise formal statement of interest is (IC and IR).

2 Illustrative Examples

Proceeding straight to our model, as is customary, might in this specific paper feel unsatisfac-
tory intuition-wise for many readers, especially those without background in cryptography.
We therefore defer doing so to Section 3. In this section, rather, we present a sequence of four
examples, all within fundamental auction settings, each gradually building on its predecessor
and illustrating an additional key property of our framework. In each example, we give a com-
plete, self-contained construction. To do so, we devise novel zero-knowledge proof techniques
tailored to these specific examples. The resulting novel protocols, are not only (relatively)
accessible, but also very light computationally and easily implementable in practice.

The first two examples demonstrate the idea of a commitment to a hidden mechanism
along with a zero-knowledge proof of properly running it. The third example shows how one
goes about proving that a hidden committed mechanism satisfies any property of interest
(in that example, incentive compatibility). Finally, the fourth example deals with random-
ized mechanisms: mechanisms that map buyer reports to distributions over outcomes. This
example shows how to ensure that the buyer learns nothing about the mechanism or even
the distribution, except for the realized outcome—a single draw from this distribution.

While the constructions described in this section provably guarantee strong properties,
our goal in this section is to give sufficient information and intuition for understanding why
the desirable properties are satisfied, without fully formalizing these properties. The prop-
erties are defined formally in Section 4.3, where our main result on the existence of a general
construction is given. In Appendix A, we prove in full detail that these properties hold for
the first two examples in the current section; the proofs for the latter two examples are

similar, so we do not repeat them.
2.1 Illustrative Example 1: Commitment to Hidden Mechanism

& Zero-Knowledge Proof of Properly Running It

We start with the simplest possible example within an auction setting: a seller offering an
item to a buyer for some price!”. The buyer has a private value v for the item, and the seller

wishes to commit to a price s €{0,...,H—1} for some commonly known H; for simplicity, we

1"We avoid the term “posted price” since the price will not be posted anywhere.
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assume that H is a power of 2. The challenge is that the price should remain hidden if trade
does not take place. More specifically, the buyer should learn nothing about s before disclos-
ing v, and if trade does not take place, then the buyer should at no point learn more about
s than the fact that it is greater than v (which is immediate from trade not taking place).
The buyer should, of course, be convinced that there really is a commitment here, i.e., that
the seller has no way to alter the (hidden) price after she has set it. We describe the process
by which the seller commits to the price, and then describe the process by which she proves
that the outcome that she announces (i.e., whether trade takes place and at which price)
correctly corresponds to the hidden price. The guaranteed properties of these processes rely
on an algebraic construction, for which we first give some background, which we also use in

later examples in this section.'®

Algebraic setup Let p be a large prime such that ¢=2p+1 is also prime (e.g., p=3 and
q="17, however for much bigger primes).!? Let G={h® mod ¢q|h€Z} be the set of all square
integers modulo ¢. For every g€ G'\ {1}, it is well known that ¢” mod ¢=1 and that this is
not true for any smaller positive power of ¢.2° All henceforth operations involving elements
of G are modulo ¢.?! Since for every g€ G\ {1}, the smallest positive power of g that equals
1 is p, any such g is a generator of G, i.e., for every such g and every h € GG there exists
a unique £ € {1,...,p} such that h=g°. This ¢ is called the discrete logarithm (in G) of h
base g. It is widely believed by cryptographers and computational complexity theorists that
if G is large, then for uniformly random g,h € G\ {1} it is a hard problem to calculate the
discrete logarithm of h base g, that is, it is (computationally) infeasible to do so with non-

negligible probability (corresponding, e.g., to an extremely lucky very-low-probability guess

18While this algebraic setup might at first glance make our examples seem impractical, we note that the
same could have been equally (if not more so) said in the 1990s about the cryptography that powers the
web browser with which you have securely accessed this paper. As discussed in the introduction, just as
the latter entered mainstream use, we conjecture that so could our techniques.

19Quch a prime p is called a Sophie Germaine prime and such a prime g is called a safe prime. Since
we are interested in a large group—whose elements are infeasible to enumerate one by one—a better
example than p = 3 and ¢ = 7 would be, e.g., as it turns out, p = 2618163402417 - 21290000 _ 1 and ¢ =
2618163402417-21290001 1 which, as of July 2021, are the largest known primes with this property (though
infinitely many are conjectured to exist). See https://primes.utm.edu/primes/page.php?id=121330 and
https://primes.utm.edu/primes/page.php?id=121331.

20The first part is true because by construction g=h? mod ¢ for some h, and by Fermat’s little theorem,
g mod g=h%"! mod g=1 because ¢ is prime. For the second part, let £>0 be the smaller positive integer
such that ¢ mod ¢=1. £ must divide p since otherwise the greatest common denominator of ¢ and p would
be an even smaller such integer. Since p is prime, {=p.

21The set G, which we use for simplicity of exposition, is a well-known special case of an (algebraic) group
of some large prime order p. Our protocols would work with any such group, and in fact, with any group
of prime order where computing discrete logarithms is hard, such as elliptic curve groups, which are used
by most major encryption systems around the world.
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of the discrete logarithm).? The guaranteed properties in this pricing example will follow
from this infeasibility: Were anyone able to circumvent these properties, they would also be
immediately able to feasibly solve this problem, disproving its hardness. We note that the
security of most standard current cryptographic schemes for protecting internet communi-
cation hinges on this infeasibility. That is, anyone able to feasibly solve this computational

problem would be able to break into most bank accounts in the world.

Commitment scheme The commitment process is as follows: nature draws two elements
g,h € G\ {1} uniformly at random, from which point g and h are commonly known. To
commit to a price s € {0....,H—1}, write s in binary representation: §=51...Slog,H, 1.€., §=
Zi‘f’sting?H_i. For each i € {1,...,log, H}, the seller independently draws p; ~U{1,...,p},
and calculates the commitment C; to the bit s; as C; =g if s;,=0, and as C;=h"" if s;=1.
(Recall that these powers are modulo ¢.) The seller then sends (C1,...,Ciog, 1) to the buyer
as a commitment to the (unknown to the buyer) price s. Why do we consider this a hiding
commitment? First, regarding hiding: For each ¢, when p; is drawn uniformly at random, for
any generator f of G the value f* is a uniformly random element of G, and hence without
knowing p;, the value f#* leaks no information whatsoever about f. Second, regarding
commitment: Our arguments later will hinge on the fact that (with high probability over
the draw of g and h) the seller is unable to come up with values p;,p! such that g? =C; and at
the same time h? =C;. Indeed, if the seller could have come up with such p;,p} then she could
have feasibly calculated?® ¢ = p}-p;* modp, which satisfies h = g, and hence such a seller
would have succeeded in feasibly calculating the discrete logarithm of A base g. As mentioned
above, if this could have been done with nonnegligible probability, then the seller could have

immediately adapted this procedure to break into most bank accounts in the world.

Proof of properly running the hidden mechanism After the seller sends the com-
mitment a to the buyer, the buyer discloses her value v. If the price s is no more than v,
then the seller discloses s along with the values p;, which allow the buyer to verify the value
of s (recall that the seller only knows how to “open” each bit to 0 or to 1 but not to both),
and trade takes place at price s. Contrawise, if the price s is more than v then the seller

must prove to the buyer that this is the case, without disclosing any additional information

22For simplicity, the protocols described in this section are under the assumption that no agent (seller
or buyer) has access to a quantum computer. Should quantum computers become a reality, then these
protocols would need to be modified, as such computers are expected to be able to feasibly calculate
discrete logarithms (Shor, 1997). There are several alternative “quantum safe” hard problems on which
cryptography can be based (Bernstein and Lange, 2017; National Institute of Standards and Technology
(NIST), 2022). In practice, such alternatives have not replaced standard cryptographic algorithms in any
major application (e.g., the encryption used by web browsers is not quantum safe).

Z3Unlike discrete logarithms, the inverse p; ! mod p is easy to feasibly calculate: by Fermat’s little
p—1 p—2

theorem, p; b

modp=1 because p is prime, and therefore, pi_1 modp=p modp.
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about s. We now describe how this is done.

Before we continue, consider for a moment two numbers in binary representation, x =
T1...Tlog, i AN Y=Y1...Ylog, 7. Observe that x <y if and only if there exists an 7 such that both
(1) x; <y; and (2) z; <y; for all j <i. Rephrasing this statement, x>y if and only if for all i €
{1,....Jog, H}, either x; >y;, or else there exists some j <i such that z; >y;. Equivalently, for
all i€ {1,...log,H} such that y; =1, either z; =1 or else x; =1 for some j < such that y;=0.

Back to our seller and buyer, let v;...v1og, 7 be the binary representation of v+1. To prove
that s> v, or equivalently that s >v+1 (where v is commonly known and s is given implicitly
via the commitment (C4,...,Ciog, 1)), by the previous paragraph it suffices for the seller to
prove, for each ¢ such that v; =1, that either s; =1 or else s; =1 for some j <i such that v; =0.
That is, for each such ¢ it suffices for the seller to prove that she knows the discrete logarithm
base h of at least one of {C'j } J=1V(j<inv;=0) } Fortunately, a procedure for an agent to
prove that she knows a discrete logarithm with a given base of one of a set of numbers, without
revealing anything about for which of those numbers she knows this, is well known (Cramer
et al., 1994). Specifically, there is a procedure that has the following three properties. First,
there is only negligible probability that a seller who does not know the discrete logarithm base
h of any number in the set does not get discovered during this procedure. Second, the pro-
cedure reveals nothing beyond the seller knowing the discrete logarithm base h of one of the
numbers in the set. Third, participating in the procedure requires only modest computational
power and communication. For completeness, this procedure is given in Appendix A.1. The
full details of our construction for Illustrative Example 1, along with proof that this construc-

tion satisfies all of the properties of our main result from Section 4.3, are given in Appendix A.

On interaction The main difference between this example (as well as the examples below)
and what our general framework guarantees is that in this example, the final proof is inter-
active, i.e, the procedure for proving knowledge of a discrete log actively involves the buyer,
and in particular involves the buyer sending a random message (drawn by the buyer) to the
seller. While adding interaction might in general introduce game-theoretic complications
as it enlarges the strategy space and allows for various threats, this is not a problem here,
even if there are multiple buyers, as all buyers finish disclosing their types already before
this point, so no threats are possible. Nonetheless, in our general construction any interac-
tion here is avoided, and the proof of properly running the hidden mechanism consists of a
single message sent by the seller. Our general framework provably achieves this via a more
elaborate cryptographic scheme. One way in which this could be achieved in this example
and those below, at least in practice, using the above cryptographic scheme, is to replace
the random message sent by the buyer with bits obtained by applying a cryptographic hash

function to all previous seller messages; as these bits are not known before those messages
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are constructed, they are in some sense “random enough from the point of view of when
messages are constructed.” This technique, known as the Fiat—Shamir transform (Fiat and

Shamir, 1986), is used by countless real-life cryptographic systems.
2.1.1 Multiple Buyers

In the above example we focused on one buyer for simplicity, however everything described,
with no material change, can also be used to implement a second-price auction with the
price as a reserve. Indeed, once the type reports are common knowledge, so is the highest
bidder. There are then three possible scenarios:

e The reserve price is above the highest bid. In this case, the seller proves this without
revealing the hidden reserve, as in the single-buyer setting, and no trade takes place.

e The reserve price is weakly below the highest bid, and strictly above the second-highest
bid. In this case, the seller reveals the reserve price as in the single-buyer setting, and
trade takes place at this price.

e The reserve price is weakly below the second-highest bid. In this case, the seller proves
this without revealing the hidden reserve, and trade takes place with the second-highest
bid as price. While the inequality to be proved here is in the reverse direction to that
proved in the single-buyer setting, an analogous technique still works: if the (hidden)
price is s =5;...510,# and the second-highest bid is 0@ = ’052)...1}(2) then the seller

logo H?

proves that for each i such that vl@) =0, either s;=0 or else s; :ngzor some j <1 with
vi(2) =1.

Since it is commonly known that only the highest bidder might possibly participate in trade,

we can have the seller reveal /prove the above either to all bidders or only to the highest

bidder.

2.2 Illustrative Example 2: Never Fully Reveal

A simplifying feature of Illustrative Example 1 is that if the item is sold, then the mechanism
is fully revealed. Our next example is arguably one of the simplest ones within an auction
setting that do not exhibit this feature. Here we have a seller offering not one but two items
to a unit-demand buyer, each at some price. The buyer has a private value v; for each item
i€{1,2}, and the seller wishes to commit to two prices s',s?>€{0,....H—1} for a commonly
known H. Sale takes place if v; > s* for some 7, and the item sold is an item whose sale
maximizes the buyer’s utility.

The requirement here is that the price of any unsold item (and since the buyer has unit
demand, there always is at least one unsold item) should remain hidden. More specifically,

the buyer should learn nothing about any price before disclosing v; if no trade takes place,
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then the buyer should learn nothing except that s' >v; and s? > v, (which is once again
immediate from no trade taking place). Alternately, if some trade does take place, then the
buyer only learns that the price of the unsold item (item ) is high enough so that if the
buyer were to purchase that item at that price, then the resulting utility would be no greater
than that from buying the item actually sold (item j) at its price, that is, s'> s/ —v;+v;.
The construction in this case is very similar to that of [llustrative Example 1. The seller
commits to 2log, H rather than log, H bits (each bit of each of the two prices) using precisely
the same scheme. After the buyer discloses her values vy,v9, if any item is sold then the
seller reveals its price (along with the random values used to create the commitments), and
for any item ¢ not sold, the seller has to prove that s is weakly greater than some commonly
known value: either that s* >v; 41 if the other item is not sold, or that s’ > s’ —vj+v; if
the other item j is sold. This is done using the same interactive procedure as in Illustrative
Example 1. The full details of our construction for Illustrative Example 2, along with proof
that this construction satisfies all of the properties of our main result from Section 4.3, are

once again given in Appendix A.

2.3 Illustrative Example 3:
Zero-Knowledge Proof of Incentive Compatibility

A simplifying feature of Illustrative Examples 1 and 2 is that every mechanism that could
be committed to using the schemes in these examples is inherently IC (and IR). Our next
example is arguably one of the simplest ones within an auction setting that do not exhibit
this feature. Here we again have a seller offering an item to a buyer, however not at a single
price. Rather, there is a price s! for the initial 0.5 probability of winning the item, and a
price s? for the remaining 0.5 probability of winning. More specifically, the mechanism is
defined as follows, where v is the value reported by the buyer:
e If v/2<s! then buyer gets nothing and pays nothing.
e Otherwise, if v/2 < s? then buyer gets the item with probability 0.5 and pays s'. (In
this example, we assume the lottery that awards the item with probability 0.5 is held
publicly. This need not be case—see the next example.)

e Otherwise, the buyer gets the item with probability 1 and pays s'+s2.
Lemma 2.1. This mechanism is IC if and only if s* < s

Proof. 1f s <s?, then v/2< s implies v < s' 4%, so case analysis shows that the buyer always
gets the utility-maximizing outcome by reporting truthfully. Otherwise, s'+s? <2s!, so for
every v € (s'+s%2s'), the buyer has an incentive to misreport by claiming her value is 2s,

since truthful reporting gets her nothing (utility 0) but reporting 2s' gets her the item for
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sure (utility v—(s'+s?)>0). O

By this lemma, the requirement in this example is that after committing to s! and s,
the buyer must learn that s! <s? but learn no more than that. Analogously to the previous
two examples, if the buyer pays nothing and gets nothing, then the buyer must learn that
v/2 < s' but learn no more than that, if the buyer gets the item with probability 0.5 for a
price of s!, then the buyer must learn the value of s' and that v/2 < s* but learn no more
than that, and if the buyer gets the item with probability 1 for a price of s!+s2, then the
buyer must learn the value of s'+s% but learn no more than that.

Most of the construction in this case is again similar to that of the previous examples.
We use the same commitment scheme to commit to each of the bits of each of s' and s?.
Each of the inequalities that might have to be proven after the outcome is chosen (i.e., the
inequalities showing that one of the prices is greater than the then-commonly-known v/2)
can be proven by the seller as in the previous examples, and any price can be revealed as
in the previous examples. There are therefore two added challenges: proving the inequal-
ity s < s? between the two hidden prices, and proving what s!+ s? is without revealing
any additional information about s' or s>. We will now explain how to do each of these.

1_ 1 2
Let s* = 51...8104,1 S

= S%...Sﬁ)gQ y be the binary representations of the two prices and let
Oy, Criog, 11:C e it i be the tespective commitments to the bits.

We start with proving that s' <s2. Similarly to the proofs above, we will show that for
every 1 €{1,....Jog, H}, either s} <s? or there exists j <i such that s} <s?. That is, we have
to prove that for every i, one of the following three options holds: (a) s} =0, or, (b) s?=1,
or, (c) there exists j <i such that both 5]1- =0 and 3? =1. That is, for every such i the seller
should prove that she knows one of the following three: (a) the discrete log base g of C}, or,
(b) the discrete log base h of C7, or, (c) for some j <4, both the discrete log base g of C} and
the discrete log base h of ng. While this is a strictly more general form of statement than
used previously (“the seller knows the log base h of one of a given set of elements of G”), in
Appendix A.1.3 we describe a new extension of the procedure used for proving the simpler
form of statement used previously, for this more general form of statement. This procedure
maintains all of the desired properties.

The final challenge is proving what the value of s'+s* is (in case the buyer gets the item
with probability 1). Let s=s1,...,5105,s# be the binary representation of s' 452, Inductively
define the “carry” bits cy,...,Clog, used in the calculation of st+s%: for every i€ {1,....log, H},
we define ¢; =1 if and only if at least two of the following three conditions hold: (a) s; =1,
(b) s2=1, (c) both i< H and ¢;11=1.

The seller commits to each of these log, H carry bits using the same commitment scheme,

and uses these commitments to prove in zero knowledge that each step of the calculation
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of s'+s? was properly executed. To see how this can be done, consider for example how
one might prove that s; and c; were properly calculated. Let C2,C2,CL,C§ be the respective
commitments to Sé,Sg,Cg),CG. We must show that 5523%—1-5%—1-66 mod 2 and that ¢5 satisfies
its above inductive definition. Ergo, we must prove that (s},s%,cs5,c6) is one of four specific
valid quadruplets (by1,...,014),...,(bs1,...,b44) (Which quadruplets are the four valid ones
depends on the value of s5, which the seller sends to the buyer). Defining g; ; =g if b, ;=0
and g; ; = h otherwise, this is equivalent to showing that there exists i € {1,...,4} for which
the seller knows (p1,...,p4) such that ¢/} =C3, g3 =C2, ¢/5=C%, and g/} =C§. This form of
statement ( “there exists 7€ {1,...,k} for which the seller knows (p1,...,pn) such that g/ =Cj ;

" where g¢; ; and C; ; are commonly known elements in G for every 4,j) is

for every j=1,...,m,
a further generalization of the one used for proving that s!' <s? and yet our new extension
from Appendix A.1.3 of the procedure used for proving the simpler form of statements used
so far can prove such statements as well. As noted above, the remainder of the full details
of our construction of Illustrative Example 3, along with the proof that this construction
satisfies all of the properties of our main result from Section 4.3, are analogous to those given
in Appendix A for the previous examples.

While committing to carry bits might seem to be very specialized for calculating sums, we
note that the method described for proving the value of s'+s? is in fact completely general:
It can be used to prove the proper computation of any function whatsoever, of any number of
committed values, by simply committing to all of the “intermediate bits” of the computation
of the function, and using our new generalized procedure from Appendix A.1.3 to prove that
each intermediate bit is properly calculated. Therefore, for any way of describing (single-
or multi-buyer) mechanisms using bits (be it as general as the code of a Python program
that defines the mechanism), if the seller commits to each such bit using our commitment
scheme, then our new generalized procedure from Appendix A.1.3 can be used to prove that
the described mechanism is IC and IR, and after buyer types are reported and the outcome
announced, that the committed mechanism was properly run.

We remark that in settings in which the outcome naturally specifies an individual out-
come for each buyer (e.g., what she gets and how much she pays, or what her match is),
then instead of announcing the entire outcome to all buyers and proving that it is indeed
the result of the committed mechanism, the seller could announce to each buyer only her
individual outcome, and prove to her only that it is indeed her individual part of the out-
come resulting from the committed mechanism, revealing no additional information about

the other parts of the outcome.
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2.4 Illustrative Example 4: Zero-Knowledge Proof of
Properly Running a Randomized Mechanism

A simplifying feature of Illustrative Examples 1, 2, and 3 is that only the deterministic
part of the mechanism is hidden, that is, either the mechanism is deterministic and only
the outcome is revealed, or it is randomized and the full outcome distribution (rather than
merely the realized outcome) is revealed (followed by public coin flipping to draw the realized
outcome). Our next example is arguably one of the simplest ones within an auction setting
that do not exhibit this feature. It also motivates the use of randomness within mechanisms
for secrecy, even when a deterministic mechanism with the same revenue exists.?*

Here, as in Illustrative Example 1, we again have a seller offering an item to a buyer for
some hidden price s, however the price is only in expectation, i.e., if trade takes place then
instead of the buyer paying s with certainty, the buyer pays H (recall that H is an upper
bound on the buyer’s valuation) with probability s/ and pays 0 otherwise. The challenge is
that s should remain hidden even if trade takes place, revealing only the realized payment.?®
The buyer should be convinced not only that there really is a commitment to the price, but
also that the payment is the result of a fair draw.

Our commitment scheme for this example is again the same, and like in Illustrative Ex-
amples 1 and 2, no proof that the mechanism is IC (or IR) is needed. Let v be the buyer’s
reported value. If v <s, then the seller proves so (i.e., proves that v+1<s) as in Illustrative
Example 1. If, on the other hand, v > s, then the seller first proves that this holds (as in the
multiple-buyer case of Illustrative Example 1). It remains to show how, given commitments
to the bits of s, a coin with a heads probability of $/u can be verifiably flipped without the
buyer learning anything about s except for the realized outcome.

The seller draws a uniformly random number x =z1...Z10g,m € {0,...,H —1} and for each
ie{l,...,Jog, H}, sends a commitment R; to z; and a commitment R, to 1 —z;, and proves
to the buyer that she knows the log base g of one of R; and R, and the log base h of one

of R; and R}, without revealing any additional information.?® The buyer then draws a uni-

24Prior literature uses randomization when, unlike in our case, it can differently incentivize the agent
and therefore increase the principal’s revenue/utility from the mechanism beyond what is attainable with
deterministic mechanisms (Maskin and Tirole, 1990; Kamenica and Gentzkow, 2011; Daskalakis et al.,
2014). In those cases, unlike in our case, there is also no need to maintain secrecy after the agent acts.

25This might allow a Bayesian buyer to somewhat update her prior over the price, but she will not learn
s for certain. Replacing a price with an expectation-equivalent distribution supported on one low value and
one high value was also utilized in Rubinstein and Zhao (2021), however in order to save on communication
rather than to hide information.

26Since it is assumed that the seller cannot know the log of any commitment in both bases, this means
that the seller knows the log base g of one of the commitments and the log base h of the other, i.e., they
are indeed commitments to some z; and its complement 1—x;.

20



formly random number y = y1...%10g,5 € {0,..., H—1} and sends it to the seller. For each
i€{1,....Jlogy,H}, the seller calculates z; =z;+y; mod 2. Note that as long as either the seller
or the buyer indeed drew their number uniformly at random, the number z = 2z;... 2145, is
distributed uniformly in {0,...,H —1}. Therefore, having the buyer pay H if z < s, and 0
otherwise, results in the required distribution. It remains for the seller to prove to the buyer
whether or not z <s. Note that a commitment to the bits of z is in fact commonly known:
for each ¢, the commitment to z; is R; if y;=0 and R, if y;=1. Since commitments to both
z and s are known, the seller can use methods from the previous examples to prove to the
buyer that z<s (or alternatively, that z>s) without revealing any additional information.
We note that, similarly to before, this method is completely general for any way of de-
scribing (single- or multi-buyer) randomized mechanisms using bits: it allows our general
techniques from Ilustrative Example 3 not only to calculate any function of both public bits
and committed bits, but furthermore allows functions that also depend random bits.?” In
particular, no additional techniques are needed to implement the mechanism described in
Hlustrative Example 3 so that the buyer only sees the realized outcome, e.g., if the buyer gets
the item, then she never knows whether she paid s' (and got the item due to a lucky draw)
or paid s*+s? (and had probability 1 of getting the item). Our technique allows even further
generality, though. Indeed, not only can we use these techniques with any binary way of
describing (single- or multi-buyer) mechanisms to prove IR and IC (or any other property),
to calculate the outcome probabilities, and then use the techniques from this example to flip
coins with these probabilities to determine any part of the outcome, but we can even allow

correlation between lotteries (e.g., for the allocation probabilities to different buyers).
2.4.1 Adding Noise to Prices

In the example just given, the precise price s is hidden even when the item is sold, by re-
placing it with a randomized payment drawn from a distribution that preserves the expected
payment, and hence (assuming risk neutrality) the incentives. One way to view this is as
adding zero-mean ‘“noise” to the price s.

Independent work by Eilat et al. (2023) studies how to use randomization to keep a
buyer’s type secret from a third party observer of the auction. Broadly speaking, while
our paper asks how to implement mechanisms absent a mediator so that nothing is learned
by the buyers (or by any observer of all messages) beyond what is learned from only the

realized outcome, that paper asks how to minimize the information learned only from the

2TWith multiple buyers, each buyer j draws a uniformly random sequence z’/ of bits, which are then
bitwise-summed modulo 2 to obtain a sequence z that is used to shuffle the seller’s commitment to a random
sequence of bits as in the example above. As long as at least one agent, buyer or seller, draws her sequence
uniformly at random, then the resulting shuffled commitment is to a uniformly random sequence of bits.
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realized outcome. While there are various differences—such as that the information we seek
to hide is private to the seller and the information that paper seek to hide is private to
the buyer—the high-level approaches are fully complementary in the sense that combining
both of them would yield a non-mediated mechanism such that an observer viewing all mes-
sages between the seller and buyer would learn no more than from a minimally informative
mediated mechanism. Concretely, Eilat et al. (2023) characterize, in a single-item auction
setting, the randomized mechanism that minimizes the privacy loss of the winning player
(rather than mechanism designer) as having starkly similar structure to the one we use in
[lustrative Example 4 (also randomizing between 0 and an upper-bound value while main-
taining the expected price), which might suggest that the latter might in fact turn out be
similarly optimal w.r.t. the mechanism designer’s privacy.

A possible issue is that while the noise in the example indeed has zero mean (guaran-
teeing that incentives remain), its magnitude, (e.g., its variance) is large, which might be
unappealing for certain applications. There is, indeed, a tradeoff between the magnitude of
noise and how much is revealed about the price, and one might optimize over this tradeoff
by seeking other distributions with the same expected payment but with smaller magnitude
corresponding to smaller “noise.”

Differential privacy is a discipline that seeks to prevent information about individuals
from leaking from statistical information (Dwork et al., 2006, now used by both Apple and
Google, as well as the 2020 US Census, as a privacy tool). A central theme in this literature
is the study of the privacy guarantees of adding noise to statistical information. When the

information is discrete, of particular usefulness is adding discrete noise given by a two sided

_ 1«

T 14
truncating at 0 and at some maximum value. Adding such noise guarantees that whether

geometric distribution?® Pr[Noise=z] al*l where a=1—¢ for some small £ >0, and then
this noise is added to an underlying price s or to s+1, the probability of each distinct realized
payment is the same up to a factor of 1—e. Hence, the ratio between the posteriors for s
and s+1 changes only slightly, by at most a factor of 1—¢, which might be desirable. More
generally, if such noise is added to a value x or to x+/¢, the probabilities of each value in the

resulting distributions are the same up to a factor of (1—¢)".

28We avoid the often-used term “Geometric mechanism” to ensure no confusion with economic mech-
anisms. Adding noise from the geometric distribution has important desirable properties. In particular,
adding such noise provides optimal oblivious differential privacy for arbitrary loss functions (not only
variance), see Ghosh et al. (2012) for definitions and full details.
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3 Preliminaries

3.1 Standard Definitions

Players, types, outcomes, and utilities There are finitely many players ¢ = 1,...,n.
Each player ¢ has a private type t; from a finite set T; of possible types. There is a finite set
X of possible (deterministic) outcomes (these include payments, if applicable). Each player
i has a utility function u;:T; x X — R, where wu;(t;,x) is the utility of player ¢ with (private)

type t; from outcome x.

Example 3.1. In an n-bidder m-item auction setting, we can choose the outcome set as
X ={ye{o,1}mm | Vi=1,..,m:> " y; <1} x{0,...,H}". An outcome z € X can then
be interpreted as a binary allocation matrix y;; (of dimensions nxm) and a real cost vector
ClyeensCp. I y;;=1 for some i=1,....,n and j=1,...,m, then bidder ¢ gets item j. Each bidder
1 pays ¢;. Note that by construction, no item may be allocated more than once but some
items may remain unallocated. Taking each type set to be T; ={0,...,H }"", indicating a value
for each item, the utility function of each player ¢ can then be taken as i’s value of items to

7 allocated minus ¢’s cost.

Mechanisms and incentives We denote T'=x"_,T;. A (direct-revelation) mechanism M
is a function M:T — A(X). A mechanism M is IR (Indiidually Rational) if w; (t;,M(t)) >0
for every ¢ = 1,....,n and t € T. A mechanism M is DSIC' (Dominant Strategy Incentive
Compatible) if for every i =1,...,n, t € T, and t, € T}, it is the case that E[u;(t;,M(t))] >
Elu;(t;, M(t;,t_;))], where the type profile (¢,,t_;) denotes, per standard notation, the type
profile derived from the type profile ¢ by replacing player i’s type to be t; instead of ¢;, and
where the expectations are over the randomness of the mechanism.

It will be convenient to view a randomized mechanism M :T — A(X) as a deterministic
function M : T x {0,1}" — X where the second input to M is a random sequence of n, run
bits drawn uniformly from {0,1}"™ for a suitable n,.?3" Hereinafter we will always describe

a randomized mechanism in this way.

Example 3.2. In a setting with two bidders and one item, with X = {0,1}* x {0,..., H}?

29Tn practice, any algorithmic implementation of a randomized algorithm always uses only finitely many
bits of randomness.

300f course, there are many different ways to map sequences of n,. random bits to outcomes in the support
of the outcome distribution of the mechanism. Indeed, taking a function M : T x {0,1}"" and applying to
its second input any bijection of {0,1}"" onto itself results in a different function M’ : T x {0,1}"" that
nonetheless represents the same randomized mechanism (when viewed as a function M :T — A(X)). This
fact is important since we will want knowledge of t €T, of p, €{0,1}", and of the outcome = M (¢,p,) to
not leak any information about the distribution F =M (t) € A(X) beyond the fact that z is in the support
of F. We return to this point later.
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and Ty =T,={0,...,H} as in Example 3.1. A second price auction with no reserve price and

random tie-breaking is the following randomized mechanism:

(1,0,£5,0) t1>1,
M(t17t2): (O,l,O,tl) to >,
each of the above with probability 0.5 t,=t.

This mechanism, when viewed as a deterministic function taking a random sequence of run

bits as an additional input, becomes (it suffices to take n,=1):

(1,0,t5,0) t; >ty or both t; =ty and (the first bit of) p, is 0,
M(t17t27pr) -
(0,1,0,¢;) otherwise.

3.2 Languages for Mechanisms and Proofs

Mechanism-Description Languages and Mechanism Interpreters To facilitate the
ability of mechanism designers to describe their mechanisms to players, one needs to agree on
a way to unambiguously represent mechanisms, to which we refer as a mechanism-description
language. Depending on the richness of the family of mechanisms that the designer might
wish to be able to describe, the mechanism-description language might be more or less com-
plex. It is convenient to focus on a mechanism-description language that represents every

mechanism of interest as a finite sequence of bits.

Example 3.3. There is a wide range of mechanism-description languages that facilitate
running a mechanism on type profiles, for example:

e The Python programming language is a very general mechanism-description language.
In this mechanism-description language, a specific mechanism is represented by a
Python function that takes the player types and run bits as inputs, and outputs the
outcome.

e If one is interested in describing only mechanisms of a specific functional form, then
the mechanism-description language can be more specific. For example, a language
used to describe second-price auctions with a reserve price can represent a specific
such auction using the reserve price (written out in base 2).

e More generally, a mechanism-description language for a parametrized family of mecha-
nisms can describe each mechanism using its parametrization. E.g., we might describe
each of the mechanisms from Illustrative Example 3 in Section 2.3 using the two prices

s' and s? (each written out in base 2 using the same number of digits).
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We formalize the notion of a mechanism-description language by specifying how the
language is interpreted. A (mechanism) interpreter (for a specific mechanism-description
language) is a function I :{0,1}* x T x {0,1}* x N — X U {“error”}, where we adopt the
computer-science notation {0,1}* défU{{O,l}” | neN} denoting the set of all finite sequence
of bits.3! The four inputs of a mechanism interpreter I are: (1) a mechanism description
A€{0,1}* (in the language corresponding to the interpreter), (2) a type profile t€ T, (3) a
sequence of run bits p, €{0,1}* (treated as random bits as described in Section 3.1), and, (4)
a maximum running time R€N. The output I(A,t,p,,R) of an interpreter is an outcome—
the outcome of running the mechanism described by A over type profile ¢ with run bits p,.,
as long as this takes no more than R running time3?—or, possibly, the indication of an error
if either the mechanism description A is not valid, not enough run bits are specified, or the

maximum running time is exceeded.

Example 3.4. The mechanism-description languages given in Example 3.3 might be for-
malized by the following interpreters:

e A mechanism interpreter for the Python-based mechanism description language from
Example 3.3 indicates (returns) an error if either A is not a valid Python program,
it crashes, it does not complete running after R lines of code were executed,®® or not
enough run bits for A are given in p,. Otherwise, it returns the outcome.

e A mechanism interpreter for the mechanism-description language for second-price auc-
tions with a reserve price from Example 3.3 ignores the run bits, outputs the outcome
of the auction, and never indicates an error.

e A mechanism interpreter for the third mechanism-description language from Exam-
ple 3.3 uses a single run bit for randomness, i.e., if s' <t/2 < s?, then the outcome is
(0,s1) if the run bit is 0, and (1,s') if the run bit is 1. The interpreter indicates an error if

A does not consist of an even number of bits or the sequence of run bits p, has length 0.

For the remainder of this paper, we will fix some specific mechanism interpreter I (and
associated mechanism-description language). For concreteness, one may have in mind any
interpreter from Example 3.4. For any valid description A of a mechanism that runs in time

< R and requires <n, run bits,** let M4 denote the mechanism described by A (as interpreted

31The notation is sometimes called the “Kleene star.”

32 Assuming an abstract objective way to measure the running time of a specific mechanism description
with given types and run bits suffices for this paper, and saves us from defining notions from the theory of
programming languages such as “execution models.”

33For readers with familiarity with the inner workings of Python: after R CPython bytecode instructions
were executed.

34These notions of validity and running time are dependent upon the interpreter I (and the mechanism-
description language that I implicitly defines): what format of input it accepts and considers valid, and
how many steps it needs to run A.
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by 1), i.e., MA(t,pr)défI(A,t,pr,R) (where p, €{0,1}"). We note that I(A,t,p,,R) indicates

no error by the assumption that A is valid, requires <n, run bits, and has running time < R.

Formal Proof Language We assume a common language in which we can unambigu-
ously state and prove claims. In particular, we assume the ability to formally state and
prove claims of the forms “A is a valid description of a mechanism that is IR and DSIC, uses
at most n, run bits, and has running time at most R” and “A, when run on type profile ¢
using run bits p,, has outcome x.”

For concreteness, one could consider using first-order predicate logic (see, e.g., Gonczarowski
and Nisan, 2022) as the formal proof language. For ease of exposition, we will not explicitly
construct statements and proofs in this logic, however all claims we require in this paper can
be written in this logic. Moreover, any claim and any proof that a reader not familiar with
this logic has ever seen in any textbook can be written in this logic, and their length in the
language of this logic will be comparable to their length in that textbook. We will not need
any further details for the purposes of this paper. For an example of a formal proof of the

incentive properties of a mechanism, see, e.g., Barthe et al. (2016).

3.3 The Traditional Protocol

Mechanism interpreters help ground the abstract mathematical notion of a mechanism within
a computational framework by defining notions such as the mechanism description and its
running time. Interpreters do not, however, define the interaction between the different
parties when the mechanism is run in real-life. We use the word protocol for an interactive
process (similar to an extensive-form game) involving a mechanism designer and one or more
players.

It will be convenient to formalize what one would traditionally call “committing to a
mechanism and then running it,” as the following protocol, to which we refer as the tradi-
tional commit-and-run protocol. This protocol is parametrized by a nonnegative number n,.,
denoting an upper bound on the number of run bits needed to run any mechanism that we
may wish to use in this protocol. (Setting n,=0 restricts to deterministic mechanisms.)

1. Commitment step: the mechanism designer publicly declares a description of a mech-
anism (that requires at most n, run bits). as well as a proof that the mechanism
described is IR and DSIC. Each player can check the proof to ascertain its validity.

2. Direct revelation step: each player publicly reveals her type.

3. Run randomness generation step: nature draws a uniformly random sequence of n,
bits (e.g., via publicly visible coin tossing) and publicly announces it.

4. Run step: the mechanism designer publicly declares the realized outcome of the mech-

anism. Each player can check that the outcome really is the output of the mechanism
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described in step 1 when run with the announced run bits on the declared types.
A few comments are in order. This protocol is a direct-revelation protocol, i.e., the only action
required by players in this protocol is to (simultaneously) reveal their types (after they are
assured that an IR and DSIC mechanism was fixed). We explicitly model the mechanism de-
signer as providing a formal proof that the mechanism is IR and DSIC as part of the commit-
ment step. This will be convenient later and we note that while this may seem redundant for
some mechanisms whose strategyproofness may seem self-explanatory, it is certainly without
loss of generality for the mechanism designer to provide a proof even in such cases. Addition-
ally, throughout this paper we focus on IR and DSIC as the properties of interest of a mech-
anism, however it is straightforward to replace them with alternative notions such as interim
IR and BIC with respect to a commonly known distribution, or alternatively group strate-

gyproofness, and/or augment them with additional properties such as fairness and stability.

3.4 A Mechanism-Hiding Mediated Protocol

In the traditional protocol from Section 3.3, the mechanism ends up being known to all
players, which in turns drives the commitment, the proof of mechanism properties, and the
verification of properly running the mechanism. Our goal in this paper is to construct proto-
cols in which the players are assured of mechanism properties (as noted, our running example
for properties is IR and DSIC, but our construction supports arbitrary properties) and of
the fact that the mechanism was properly run, and yet do not learn anything about the
mechanism beyond what is learned from the outcome. To define this desideratum precisely,
we first formalize the trusted-party solution discussed in the beginning of the introduction.
In this protocol, commitment, proof of mechanism properties, and verification of properly
running the mechanism are all achieved through a discreet (rightfully) trusted third party
rather than through inspection of public announcements as in the above traditional protocol.
We refer to the following protocol as the mediated (direct-revelation) commit-and-run
protocol. This protocol indeed makes the (strong) assumption of a discreet trusted and
trustworthy third party. As with the traditional protocol, this protocol is also parametrized

by a nonnegative upper bound n, on the number of run bits needed to run a mechanism.
la. Commitment step: the mechanism designer (discreetly) provides the third party with
a mechanism description A (that requires at most n, run bits) as well as a proof that

the mechanism M4 described by A is IR and DSIC.

1b. Commitment verification step:3® the trusted third party inspects the provided proof,
and publicly declares whether it is valid. As the third party is (rightfully) trusted, if

35The commitment step and commitment verification step of this protocol together perform the function
of the commitment step in the above traditional protocol.
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she declares the proof valid, then every player is certain of its validity.

2. Direct revelation step: each player publicly reveals her type. Let t be the profile of

revealed types.

3. Run randomness generation step: nature draws a uniformly random sequence p, of n,

bits*® and publicly announces it.

4a. Run step: the mechanism designer, given ¢ and p,, publicly declares an outcome = as
the outcome of the mechanism.

4b. Run verification step:®” the trusted third party runs My(t,p,) and publicly declares
whether its outcome is the same as the outcome x declared by the mechanism designer.
As the third party is (rightfully) trusted, if she declares the outcome correct, then every
player is certain of its correctness.

5. Post-run: the trusted third party never reveals anything about the mechanism or proof

provided to it.

Unlike in traditional protocols, in the above protocol the players learn nothing about
the mechanism beyond what is learned from the outcome, and yet are still assured of the
mechanism properties (IR and DSIC) and of the mechanism having been properly run.®® As
noted above, our goal in this paper is to construct a protocol with the same guarantees as
the mediated protocol, but in the absence of any trusted third party. In fact, our privacy
guarantee (for the protocols given in the next section) will be that the players learn no more

than they would have learned in the above protocol.

4 Mechanism Hiding via Zero-Knowledge Proofs

Our goal is to construct protocols that perform a similar function to the mediated protocol

from Section 3.4, however do not require a trusted mediator. We precisely formulate the

360nce again, this can be done using publicly visible coin tossing.

37The run step and run verification step of this protocol together perform the function of the run step in
the above traditional protocol.

38Generally, one may wonder whether the players might learn anything about the hidden mechanism from
the fact that the run bits p, are public, and possibly wish to keep the run bits private to the mechanism
designer, while at the same time guaranteeing that they were properly drawn at random. We note that we
keep p, public for simplicity, but that such a guarantee can be implemented within our framework without any
additional assumption. Indeed, one way to achieve this is for the mechanism designer to include n, private
bits (which it is in her own interest to draw at random) as part of the mechanism description to which she
commits. Subsequently, n, public bits would be drawn at random as in the mediated protocol above. The
mechanism would XOR these public bits with the n, private bits to form the bits used as randomness for the
“actual” mechanism (see Footnote 30 regarding why this does not change the underlying mechanisms). The
resulting bits are guaranteed to be random (by the randomness of the public bits) but guaranteed to be private
to the mechanism designer as long as the private bits that she included with the mechanism description have
been randomly drawn. In fact, in this setting, if there is only a single player then one could even allow the
player to choose the bits p, herself, as it would be in her best interest to do so uniformly at random.
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generic notion of a protocol in Section 4.2 and our desiderata on protocols in Section 4.3.
Before we do so, however, we sketch the general construction of our zero-knowledge protocol
at a high level in Section 4.1, building upon several tools from modern cryptography. The
proof of why a protocol so constructed satisfies our desiderata (and the precise construction

of the protocol) is relegated to Appendix D.

4.1 Trusted Commitment to Hidden Mechanism: Overview

Protocol outline Replacing step 1la of the mediated protocol, the mechanism designer in
our unmediated protocol sends a message D, to the players. This message consists of two
parts. The first part is a cryptographic commitment to a mechanism description—loosely
speaking, this can be thought of as an encrypted version, ¢, of some mechanism description,
which the players cannot decrypt and which the mechanism designer knows how to decrypt
only in a single way. This fixes the mechanism despite the mechanism not being explicitly
declared to anyone by the mechanism designer. The second part of the message in step la
is a non-interactive zero-knowledge proof that the mechanism implicit in ¢ is IR and DSIC
(or any other desirable properties)—in a precise sense, this proves that the mechanism just
fixed has such desirable properties. This is done without “decrypting” the mechanism or
revealing anything else about it. Ascertaining that an IR and DSIC mechanism was fixed,
as is the goal of step 1b in the mediated protocol, can now be performed by the player
herself (without the need for any third party). She can do so by verifying the validity of the
provided zero-knowledge proof, which only requires access to the messages sent so far.
Steps 2 (direct revelation of player types) and 4a (public announcement of the outcome
by the mechanism designer) are unchanged from the mediated protocol.?® Replacing the
verification step (step 4b) of the mediated protocol, the mechanism designer in our protocol
sends a message D, to the players. This message is a non-interactive zero-knowledge proof,
this time that the declared outcome is the result of running the mechanism implicitly fixed
in Step la on the type reports from Step 2. Similarly, in a precise sense, this proves that the
mechanism implicit in ¢ was properly run—again, without “decrypting” the mechanism or
revealing anything else about it. Ascertaining that the mechanism was run properly, as is the
goal of step 4b in the mediated protocol, can now again be performed by the player herself
(without the need for any third party). She can do so by verifying the validity of the provided
zero-knowledge proof, which once again only requires access to the messages sent so far.
Finally, the effect of step 5 (the mediator never revealing anything about the mechanism

in the future) is achieved by the fact that the mechanism is never disclosed to anyone, and by

39In our analysis we also keep step 3 unchanged (i.e., as a stylized “nature draws a random sequence
and publicly announces it”), however see “Obtaining random bits” at the end of Section 4.2 for various,
cryptographic and non-cryptographic, ways to practically implement this step.
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all information communicated beyond the final outcome being in the form of cryptographic

commitments and zero-knowledge proofs.

Cryptographic guarantees Unfortunately, as is virtually always the case in modern
cryptography, no perfectly secure solutions to our problem can possibly exist. To see this,
notice that for example, if a supposed cryptographic commitment truly uniquely identifies a
mechanism, then a malicious adversary /attacker with exceedingly high computational power
can exhaustively enumerate over all possible mechanisms and over all possible “secret keys”
(or more formally, random choices made by the mechanism designer when constructing the
commitment) until they find a combination of mechanism and secret key that is consistent
with this commitment. And, even absent such high computational power, an adversary
can theoretically guess the correct mechanism and “secret key” with some non-zero, yet
extremely small, probability.

That said, modern cryptography can many times pave the way to providing security
against resource-bounded adversaries: adversaries whose computational resources may be
significant, but not unreasonably high. Specifically, such a guarantee would be that the
probability that any such adversary break the security is very small.*® Of course, a proto-
col guaranteeing security against adversaries with more resources or with higher probability
would require more resources from non-adversarial agents (“well behaved” designer/players).
However, for a good cryptographic scheme the latter resources should be considerably lower
than those of the adversary against whom security is guaranteed.

To make these two imperfections, which are also shared by our framework, explicit, in
this paper we make the desired bounds on the adversarial computational resources (running
time) and attack-success probability explicit parameters to our protocols and cryptographic
schemes.#! (The resources required from non-adversarial agents to run the protocol are
then also a function of these bounds.)

Finally, given the state of knowledge in computational complexity theory, cryptographic
schemes can be proven secure only under the assumed infeasibility of solving some compu-
tational problems, such as factoring large numbers. Taken together, state-of-the-art cryp-

tographic guarantees are equivalent to guarantees of the general form “if an adversary with

40The sought-after guarantee is technically somewhat more nuanced, guaranteeing that the adversary not
get any nonnegligible “edge”: Not only should it not be possible for the adversary to completely break the
security with greater than negligible probability (i.e., beyond what can be attempted by simply guessing
secret keys), but it should also not be possible for the adversary to partially break the security to obtain
any nonnegligible “edge.”
Filyy doing so, we depart from the standard cryptographic literature, which usually makes these two
parameters implicit through a single parameter called the security parameter of the protocol. This departure
from standard cryptographic conventions is geared toward increasing usability to readers who are not
experts in cryptographic theory without jeopardizing the underlying mathematical soundness.
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computational resources that are not unreasonably high can successfully circumvent the se-
curity of the protocol with greater than negligible probability, then such an adversary can
also feasibly solve problems like X (e.g., factoring large numbers).” For example, whenever
you use your web browser to securely (as indicated by the browser lock sign) connect to
your bank, the security of your connection guarantees privacy only with high probability,
only against adversaries who do not posses exceedingly high computational resources, and
only assuming that they do not know how to feasibly factor large numbers and/or feasibly
calculate a discrete logarithm modulo a very large number.

Our results will therefore have the following form. We will have a family of protocols—
one for every desired running-time bound B for the adversary and every desired maximum
attack-success probability € >0 of the adversary. Our formal guarantees of hiding and com-
mitting for each such protocol will be that if an adversary with running time at most B
succeeds in circumventing the security of the protocol with probability greater than ¢ (or
succeeds in getting any other “edge” greater than ¢), then the strategy of such an adversary
can be directly used to refute a “standard computational infeasibility assumption,” that is,
to solve an entire class of well studied computational problems significantly faster than ex-
pert cryptographers and complexity theorists believe to be possible (and, more concretely,
to be able to use this to break into virtually any bank account in the world). The resources
required by “well behaved” mechanism designer and players to run the protocol as specified
(without malice) will be significantly and qualitatively lower than the adversary running time

bound (B), and grow very slowly as the adversary’s attack-success probability (&) shrinks.

4.2 Formal Definition: Commit-and-Run Protocols

We now define a general parametrized class of direct-revelation commit-and-run protocols
without any third party (trusted or otherwise). Our main result will be that a suitable choice
of such a protocol has the desirable properties of the mediated protocol from Section 3.4,
despite the absence of a trusted third party. In this section, we focus on defining the me-
chanics of running such protocols; we postpone the discussion of the semantic meaning of
the various parts of the protocol to the next section, in which we formalize the desiderata
from our protocols.

4

Specifications FEach of our “zero knowledge” protocols is parametrized by (1) an upper
bound L, €N on mechanism description lengths, (2) an upper bound n, € N on the number
of run bits required by mechanisms, (3) an upper bound R €N on mechanism running times,
and (4) an upper bound L, €N on lengths of proofs that a description is a valid description
of a mechanism that is IR and DSIC, uses at most n, run bits, and runs in time at most R.

As discussed in Section 4.1, each of our protocols is also parametrized by an upper bound
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BeN on the running time of an adversary (mechanism designer who attempts to break her
commitment, or players attempting to discover a secret mechanism) and by a required upper
bound € >0 on the attack-success probability of any adversary. (The precise meaning of B
and ¢ is defined in Section 4.3.)

Overall, we call a sextuplet o = (Lg,n,, R, L,, B,e) of such parameters a specification,
and denote the family of all possible specifications by Y. Our main result is that a “zero

knowledge” protocol can be constructed for every such specification o.

Protocols A (commit-and-run direct-revelation) protocol consists of two parts: the gram-
mar rules define the extensive-form interaction, including the order in which messages are
sent, the length of each message, and the public-verifiable required relation of messages to
each other; the playbook consists of a “recommended behavior” for the mechanism designer.

We now define each of these two parts.’ 42

Grammar rules A protocol with grammar rules n.,L¢.,ve,n,, L. 1, (defined below; see
also Table 1) proceeds in the following stages:

0. Commitment randomness generation step: nature draws a uniformly random sequence
pc €{0,1}" (the number of bits n, is part of the grammar rules) and publicly announces
it.

la. Commitment step: the mechanism designer, given p., chooses a commitment mes-
sage D, € {0,1}1< (the number of bits L. is part of the grammar rules) and publicly
announces it.

1b. Commitment verification step: each of the players may evaluate ¥.(p.,D..) € { True,False}
(the predicate 1. is part of the grammar rules) to verify that it holds (returns True).
Below, we describe grammar rules so that if ¢.(p.,D.) holds then the players are con-
vinced that the mechanism designer has committed to a description A of an IR and
DSIC mechanism, despite knowing nothing more about the mechanism than in the
mediated protocol.*3

2. Direct revelation step: each player publicly reveals her type. Let ¢ be the profile of
revealed types.

3. Run randomness generation step: nature draws a uniformly random sequence p, of

n, bits (the nonnegative number n, is part of the grammar rules) and publicly an-

£y presenting a protocol using these two components, we deviate from the standard computer-science
view of protocols in favor of greater usability for economists. Indeed, computer-science usually views
a protocol as a set of instructions for each participant, where the instructions contain both what the
participant is expected to send at any given moment (what we call the playbook) and which test to run on
anything received (which implicitly defines what we call the grammar rules).

43Here and below, we avoid a pun regarding the “grammar police” catching the mechanism designer
otherwise.
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Notation

Meaning

Setting

n

X

T

M:T—AX) |/ M:Tx{01}""—X
——

ii.d.

# of players

possible outcomes

possible type profiles

direct-revelation mechanism
(intrinsic/externally given randomness)

Mechanisms and Proofs

A mechanism description

AL, R descriptions of length <L, of mechanisms requiring
<n, run bits and with running time <R

My mechanism defined by description A

P proof

PL, proofs of length at most L,

Specifications

L, bound on description lengths

Ny bound on # of run bits

R bound on mechanism running time

L, bound on proof lengths

B bound on adversary running time

€ bound on adversary success probability

o=(Lg,nrR,Ly,Be)EX

specification

Protocol Grammar Rules

e

L.

e {0,137 x {0,1} L= — {True,False}
Ny

L,

Py {0,137 x 0,1} e x T'x {0,1}" x

x X x{0,1} £ — {True,False}

# of (common) commitment random bits
length in bits of commitment messages
commitment verifier

# of (common) run bits

length in bits of run messages

run verifier

Running a Protocol

pe€{0,1}"

D.€{0,1}Fe

nd

pa€ 0,1}

S :{0,1}m x {0,1}" — {0,1}Fe

pr {0,137

D, €{0,1}~

S,:{0,1}7 x {0,1}7 x {0,1}Fe x
xT'x {0,1}" — X x{0,1} £~

(common) commitment random bits

commitment message (mnemonic for Declaration)
# of mechanism-designer private random bits
mechanism-designer private random bits
mechanism designer commitment strategy
(common) run bits

run message

mechanism designer run strategy

Playbooks
SetAr, X Pr, x {0,117 x {0,1}"
—{0,1}Fe

Sy Ap, o ¥ {0,137 5 {0,1}7 x {0,1}Fe x

xTx {0,1}" — X x{0,1} L~

commitment playbook (recommended commitment
strategy for well behaved mechanism designer)

run playbook (recommended run strategy

for well behaved mechanism designer)

Protocols

((nc,LC?,lv[}C7nT‘;LT‘7w'r‘)7(31(!/7\57")/\
((ng,LZ9Z nd L7 ,47),(S7,57)

c

protocol (grammar rules and playbook)
protocol catalog (protocol for each specification)

Table 1: Notation for direct-revelation commit-and-run protocols.
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nounces it.

4a. Run step: the mechanism designer, given ¢ and p,, publicly announces an outcome x
as the outcome of the mechanism, and also chooses a run message D, € {0,1}" (the
number of bits L, is part of the grammar rules) and publicly announces it.

4b. Run verification step: each of the players may evaluate v,.(p., D.,t, p., x, D,) €
{True,False} (the predicate 1, is part of the grammar rules) to verify that it holds.
Below, we describe grammar ruless so that if ¢,.(p., De, t, pr,, D,) holds then the
players are convinced that z = M4(t,p,) where A is the mechanism fixed in step la
(as verified in step 1b), despite knowing nothing more about the mechanism than in
the mediated protocol.

A commitment strategy is a function S.:{0,1}" x {0,1}" — {0,1}L* from a mechanism
designer’s private random bits py (capturing the randomness of the strategy) and the public
bits p. from step 0 to a commitment message D.. (ng is the number of private random bits
the mechanism designer uses.) A run strategy is a function S, :{0,1}" x {0,1}" x {0,1} % x
T x{0,1}" — X x{0,1}£ from py, p., the commitment message D, from step la, the type
profile t from step 2, and the run bits p, from step 3, to an outcome z and a run message

D,. A mechanism designer strategy is a pair (S,,S,) of commitment and run strategies.

Playbooks Given a mechanism description, a playbook specifies (recommended) instruc-
tions (the commitment playbook) for constructing the commitment message and instructions
(the run playbook) for constructing the run message. We now define these formally. Let
(Lg,ny,R,L,,B,c) € X be a specification. We write Ay, . g for the set of all mechanism
descriptions of length at most L,, using at most n, run bits, and with running time at most
R. We write P, for the set of all proofs of length at most L,.

A commitment playbook is a function S, : Ap, n g X Pr, x {0,1} x {0,1}" — {0,1} .
Given a mechanism description A and a proof P that A is a valid description of a mechanism
that is IR and DSIC, uses at most n, run bits, and runs in time at most R, we think of
such a playbook as recommending® that a mechanism designer who wishes to run A use the
commitment strategy S.(A,P,,-) obtained from S, by fixing the first two arguments of the
playbook to be A and P. More directly, given A, P, public commitment random bits p,,
and the mechanism designer’s private random bits py, the playbook advises the mechanism
designer to send the commitment message S.(A,P,pq,pe)-

A run playbook is a function S, : Ay, n g x {0,137 x {0,1}7% x {0,1}Fe x T x {0,1}" —

X x{0,1}F. Given a mechanism description A, we think of such a playbook as recommend-

440ne of our guarantees later will be that if a mechanism designer does not effectively follow this
recommendation, then the predicate . will evaluate to False, and so this will become known to the players.
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obtained from S, by fixing its first argument to A. More directly, given A, the mechanism
designer’s private random bits pgy, and all information p., D.,t,p, publicly observed up to
the run step, the playbook advises the mechanism designer to send the outcome®® and run
message ST(A,pd,pc,Dc,t,pr).

Finally, a playbook is a pair (S’C,S’r) of commitment and run playbooks.’ 47 Given a mech-
anism description A and proof P that A is a valid description of a mechanism that is IR and

DSIC, uses at most n, run bits, and runs in time at most R, the playbook recommends the

and corresponding playbook a (direct revelation commit-and-run) protocol.

Example We remark that the traditional protocol (as defined in Section 3.3) can be sim-
ulated using a commit-and-run protocol as defined in this section, as long as we agree in
advance not only on an upper bound n, on the number of run bits used by any mechanism
(as we have already done for the traditional and mediated protocols), but also on some upper
bound L, on the length of a mechanism description that we will use and some upper bound
L, on the length of a proof that the mechanism described is IR and DSIC. The relevant
grammar rules (which depends on both L, and L,) are:
1. n.=0, L,=0,
2. L.=Ly+ L, is the number of bits required to specify a pair of mechanism description
of length at most L, and proof of length at most L,,
3. Ye(pe, D) is True if and only if the proof component of D, is a valid proof that the
description component of D, describes an IR and DSIC mechanism.
4. n, is as in the traditional protocol,
5. Ur(pesDeyt,pr,z, D) is True if and only if z is the outcome of running the description
component of D, on t and p,.
The commitment playbook is S'C(A,P,pd,pc) =(A,P) and the run playbook is S’T(A,pd?pc,Dc,t,pT) =
(Alt,p),0).
This protocol of course, unlike the mediated protocol, does not provide any privacy guar-
antee regarding the mechanism. (Indeed, the mechanism description is commonly known

by the end of the commitment step.) As already noted, our goal is to construct a commit-

45Similarly to before, one of our guarantees later will be that if a mechanism designer does not effectively
follow this recommendation, then the predicate 1, will evaluate to False, and so this will become known to
the players.

46In our playbook this outcome will of course be Mu(t,p,), however we define the playbook as we do
because it is convenient for it to specify an entire run strategy rather than only the message part of it.
#4TAn object that recommends cryptographic strategies is sometimes called a compiler in the cryptographic
literature.
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and-run protocol that provides the same privacy guarantee as the mediated protocol (but

without the need for a trusted third party).

We conclude this section by giving a rough outline of the connection between the overview
of Section 4.1 and the formal framework of this section. In the protocols that we construct
in Section 4.3, the message D, is a cryptographic commitment to a mechanism description
alongside a zero-knowledge proof that the committed description is of an IR and DSIC mech-
anism, the predicate 1. verifies this zero-knowledge proof, p, is (as before) the randomness
for running the mechanism, D, is a zero-knowledge proof that the output of the committed
description (given ¢ and p,) is x, and the predicate 1), verifies this zero-knowledge proof.

Finally, p. is required for technical reasons: p. parametrizes the definitions of what a
valid commitment and valid zero-knowledge proof are, and thus ensures that the result of
any computation that fully depends on the precise details of these two definitions cannot
be “hard coded” in advance into the mechanism designer’s strategy (since the mechanism
designer’s strategy must be specified before p, is realized). Without ensuring this, the bound
B on the running time of the mechanism designer’s strategy would have no bite, as such
computations could be done in advance and not be limited by B. Similarly, the fact that any
computation (such as computations that lay the ground for attempting to reverse-engineer
commitments or zero-knowledge proofs) that depends on the precise details of p. cannot be
“hard coded” in advance in players’ strategies equally allows the bound B on the player’
running times to have bite. As one example, if p. represents two elements in a group, as in the
commitment scheme presented in Section 2, then having p. not be known in advance prevents
any strategy from hard-coding the discrete logarithm of one of the two elements in the base of
the other, which would allow the mechanism designer to open any commitment to any value.

While it is not hard to believe that B would not have bite without the existence of p., it
is far from trivial why the existence of p. suffices for all of the guarantees that we will give.
This will indeed hinge on key results from cryptographic theory.

The above discussion underlines the fact that no coalition of only some of the parties (let
alone a single party) can be trusted to choose p. randomly. Still, as we now discuss, there
are a number of ways to obtain a value for p. that is (rightfully) trusted by all agents to

have been drawn at random.#48

Obtaining random bits Random bits are required in several steps of our protocols. Some

random bits, such as the mechanism designer random bits p,, are private to a specific agent

F8p sequences of bits such as p. is sometimes called a reference string in the cryptographic literature.
Note, however, that some protocols in the cryptographic literature use more structured (i.e., not uniformly
distributed) reference strings whose generation involves secret randomness that is never to be disclosed, and
thus require more intricate cryptographic tools to generate than plain coin-tossing. While such protocols
can in principle be used here as well, we avoid them for ease of exposition and implementation.
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and if they are not truly random, this can only harm the agent in question, so there is no
need to enforce that such bits are randomly drawn, as the agent is incentivized to do so.

Other random bits, such as the commitment bits p. and the run bits p,., should be publicly
known, and any specific party may have an incentive to influence them. There is, therefore,
need to enforce that such bits are truly random, namely unbiased and unpredictable. One
way to generate such random bits is to use some publicly observable random phenomena, as
was done in practice in the “numbers racket” by the Mafia in New York City (Cook, 2014,
p. 68),% or as was done to create the first Bitcoin block.”® While this solution might be
satisfactory for public random bits whose knowledge earlier in the day, before the protocol
starts, cannot jeopardize the protocol (such as the commitment random bits p.), a more
rapidly changing random phenomenon would be required for random bits that have to be
drawn at a very specific time during the run of the protocol (such as the run random bits p,,
which should be drawn only after the mechanism designer commits to the mechanism and
players report their types).*!

An alternative method of drawing public random bits is using a publicly visible coin flip.
However, this requires trust that the tossed coin is unbiased and unpredictable, which may
be problematic (even more so if agents are not all physically together). This limitation can
be overcome by using cryptographic coin flipping (Blum, 1981; Goldreich et al., 1987)—a
cryptographic protocol that produces a common random sequence whose distribution can-
not be manipulated by any of the agents, and which can even be carried when agents are far
apart from each other.”?

To sum up, there are a number of practical unmanipulable methods to uniformly draw
truly random bits. Abstracting away from any specific method, in our analysis we simply as-
sume the availability of appropriate random bits and model them as being publicly declared

by nature.

49Gpecifically, the last three numbers in the published daily balance of the United States Treasury, and
the middle three digits of the number of shares traded that day on the New York Stock Exchange, were
used as sources of random numbers by the Genovese crime family.

50Part of this block was created by applying a hash function to the title of London Times (supposedly
unmanipulable by the creator of Bitcoin) on Jan 3, 2009.

51For a prototype public randomness generator that uses a rapidly changing physical phenomenon, see
the NIST Randomness Beacon at https://beacon.nist.gov/home.

52These protocols guarantee that either a truly random coin has been draw, or else a pre-designated
agent—in our case, a natural choice would be the mechanism designer—would be commonly known to have
cheated. This is in line with our general paradigm that either the run of the protocol provided commitment
and properly ran the committed mechanism, or else every player can ascertain that the mechanism designer
has cheated (e.g., provided a flawed zero-knowledge proof at any stage).
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4.3 Theoretical Guarantees and Main Result

In this section, we define our desiderata for a commit-and-run protocol to be a “replacement”
for the mediated protocol, and formally state our main result, on the existence of a protocol
satisfying all of these desiderata. We have four such desiderata: we require that the protocol

”

be “implementing,” “committing,” “hiding,” and “feasibly computable.”

4.3.1 Implementing, Committing, and Hiding Protocols

We start by defining what it means for a protocol to be “implementing,” that is, if the
mechanism designer follows the playbook, then the outcome of the protocol is the outcome
of running the mechanism designer’s mechanism with the players’ inputs, and all verifications

succeed.

Definition 4.1 (Implementing Protocol#3?). A protocol ((nc,Lc,¢C,nT,Lr,@/)T),(gc,S})) is im-
plementing for a specification (Lg,n,,R,L,,B.c) € X if for every A€ Ay, ., r and (valid) proof
PePr, that A is a valid description of a mechanism that is IR and DSIC, uses at most n, run
bits, and runs in time at most R, for every mechanism-designer bits p, € {0,1}"¢, for every
commitment bits p. € {0,1}", for every type profile t €T, and for every run bits p, € {0,1}",
the following holds (in the protocol (ne,Le,e,nr, Lyry10,)). If the mechanism designer plays
the strategy (gc(A,P,-),ST(A,-,-,-,-)) and the players play t, then both of the following hold:

e Verifications are successful, i.e., both wc(pc,DC) and 1, (pc,Dc,t,pr,(x,Dr)) hold, for

Dc:SC(A,P,pd,pc) and (x,DT):ST(A,pd,pc,Dc,t,pr).

e The mechanism that was run is My, i.e., x=Mu(t,p,), for x as just defined.

Next, we define what it means for a protocol to be “committing,” that is, regardless of
whether the mechanism designer follows the playbook or not, either her commitment message
gives rise to a single mechanism whose output will be the outcome, or some verification will
fail. In a precise sense, despite not publicly declaring this mechanism, successful verifications
imply that the mechanism designer has for all intents and purposes committed to it. Notice
that due to the timing of interaction in a commit-and-run protocol, nothing prevents the
mechanism designer from choosing the mechanism based on the commitment random bits p,
(and on her private random bits p4), and this is fine since these bits are realized before the
player types are disclosed and do not depend on the types. The following definition says
that if all verifications succeed, then the mechanism cannot depend on anything else that
the mechanism designer learns during the run of the protocol. The only exception might

possibly in case nature draws one of a negligibly small set of p. to which the mechanism

#53We emphasize that unlike the standard cryptographic notion of “soundness,” our “implementing”
desideratum is not a probabilistic one.
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designer strategy might be specifically tailored (e.g., hardcodes discrete logarithms for these

pe values / guesses them successfully).

Definition 4.2 (Committing Protocol® ). A protocol with grammar rules
(ey Ley ey ny Ly 1hy) 18 committing for a specification (Lg,n,, R, L,, B,e) € X if for every
mechanism designer strategy (S.,S,) computable in time at most B the following holds.
For every mechanism-designer bits p; € {0,1}", there exists a set R. C {0,1}" of mea-
sure at least 1—¢ of sequences of commitment bits, such that for every commitment bits
pe € R, there exists a description A, of a mechanism that is IR and DSIC, uses at most
n, run bits, and runs in time at most R, such that: For every type profile ¢t € T and
run bits p, € {0,1}", if both commitment and run verifications succeed, then the mecha-
nism that was run is My, . That is, for every p. € R, t € T, and p, € {0,1}"", if both

?/)c(,Oc,Sc(PmPc)) and ¢r (pcaSc(pd7pc)>tap7‘75r(pdapcaSc(pdapc)atapr)> hOld) then it is the case
that S’r (pd)p07SC(pd7pC)7tapr) _MA,,C (tupr)

outcome

Definition 4.2 showcases what we mean in the introduction when we say that we replace
a traditional commitment to an observed mechanism via verification of publicly observed
signals (mechanism and outcome announcements), with a self-policing commitment to a
never-observed mechanism, yet similarly via verification of publicly observed signals (the
messages). This definition says that whatever the mechanism designer strategy is, even if
one could examine it and and no mechanism would seem to explicitly pop out, then for all
but negligibly many initial random sequences p,, the success of the verification of only public
messages quite strikingly implies that some IR and DSIC mechanism does in fact implicitly
drive the strategy—just like a declaration by the (rightfully) trusted third party in the me-
diated protocol would. Yet the mechanism, whether explicit or implicit in the mechanism
designer strategy, is never observed by anyone (not even a trusted mediator) except the
designer—it may well exist solely in her mind.

The two protocol properties defined so far, implementing and committing, hold also in
the traditional protocol (committing even holds there in a stronger deterministic sense).
We now define a new property that is not present in the traditional protocol. We call this
property “hiding,” and it guarantees, regarding computationally bounded players, that with
high probability, (1) before they report their type, they learn nothing about the mechanism

#540ne may contrast our “committing” desideratum with the standard cryptographic notion of “efficient
extraction,” which, adapted to our setting, would have been required, roughly speaking, the ability to sample
in a computationally feasible manner from pairs of random bits and mechanism descriptions such that veri-
fications succeed with high probability. From a cryptographic viewpoint, our proof in Appendix D that our
zero-knowledge protocols satisfy the stronger “committing” desideratum provides new motivation for a prop-
erty of the cryptography underlying our construction that is non-standard in the cryptographic literature:
having the real and simulated reference strings be drawn from the same distribution; see Appendix #F.
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except for whatever is implied by its announced properties until then (IR and DSIC, using
at most n, run bits, running in time at most R, having a proof of length at most L, of this,
and having a description length at most L.), and, (2) after the protocol concludes, they learn
nothing about the mechanism except for whatever is implied by its announced properties
until then (all of the above, and in addition what M(¢,p,) is).

Definition 4.3 (Hiding Protocol"r’f’). A protocol ((nc,Lc,@DC,nr,Lr,@Dr),(Sc,gr)) is hiding for
a specification (Lq,n.,R,L,,B,¢) € X if both of the following (items 1 and 2 below) hold for
every distinguisher program D computable in time at most B, and every A;,A;€ Ay, g and
proofs P, P, € Pr, such that each P; is a (valid) proof that A; is a valid descriptions of a
mechanism that is IR and DSIC, uses at most n, run bits, and runs in time at most R.

1. (Commitment step is hiding) The following probability when defined with (A, P) =
(Ay,Py) is no more than € apart than when defined with (A,P)=(As,Ps):

e The probability (over uniformly drawn commitment bits p, and mechanism-designer
bits pg) of the distinguisher D outputting “This is A;” on input (p.,D.) corre-
sponding to a run of the commitment stage of the protocol where the mechanism
designer plays the commitment playbook for A P, i.e., SC(A,P,-,-).

2. (Run step is hiding) For every type profile ¢ € T" and run bits p, € {0,1}", if
Aq(t,p,) = As(t,p,), then the following probability when defined with (A,P)=(A;,P;)
is no more than € apart than when defined with (A,P)=(As,Ps):

e The probability (over uniformly drawn commitment bits p. and mechanism-designer
bits pg) of the distinguisher D outputting “This is A;” on input (pe,De,t,pp,x,D;)

corresponding to a run of (all stages of) the protocol where the mechanism de-

signer plays the playbook for A,P, i.e., (S'C(A,P,-,-),ST(A,-,-,-,-,-)).

While Definition 4.3 provides good secrecy guarantees in many scenarios, one limitation
of it is that it considers fixed mechanisms (and proofs). That is, it is silent on whether a
mechanism that is chosen in a way that depends on the commitment bits p. is hidden or
not. One might think that this is only hypothetical: Why should the mechanism designer
ever wish to choose the mechanism based on p.? One could nonetheless imagine scenarios
in which one might be forced to do that. Imagine implementing the generation of p. by
applying a hash function to the title of a leading newspaper as discussed in Footnote 50,

and imagine that some prices in the committed mechanism depend on the price of some raw

#55 A5 discussed following Definition 4.3, one may contrast our “hiding” desideratum to the much harder
to grasp “strong hiding” that we define in Definition B.1, adapting the standard cryptographic notion of
hiding through “simulation.” While cryptography usually shies away from non-simulation-based indistin-
guishability as in our “hiding,” the usual downfalls of similar approaches are circumvented here due to
properties specific to the interactions in our protocols.
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material. Can one really claim that the newspaper title is not correlated in any way with this
price? (After all, if the title announces a war, the price of certain materials might be more
likely to increase.) In such a case, Definition 4.3 is silent about the secrecy of any part of the
mechanism. Another more subtle issue (which may or may not be of concern to the mecha-
nism designer) is that Definition 4.3 does not rule out the possibility of a player participating
in the protocol solely to save on computational power for some other task that she may be
trying to achieve. In Appendix B, we define a technically stronger hiding property, which we
call strong hiding and which circumvents both of these rather exotic limitations. We note
that all of our constructions in this paper also satisfy this stronger property. We defer the
definition of this property to the appendix due to its relative conceptual and technical com-
plexity, in particular for readers not familiar with the cryptographic notion of simulation,
upon which it is based. For added strength, whenever we set out to prove in this paper that

a protocol that we construct is hiding, we also prove that it is strongly hiding.
4.3.2 Feasibly Computable Protocol Catalogs

Finally, we define what it means for a protocol to be “feasibly computable.” As common in
computer science and statistics, this definition captures asymptotic feasibility, and to make
it explicit, we in fact define what it means for a family of commit-and-run protocols to be
feasibly computable.# We formalize the notion of a family of commit-and-run protocols
as what we call a commit-and-run protocol catalog, which we simply define as a protocol for
each possible specification. We then extend the definition of implementing (Definition 4.1),
committing (Definition 4.2), and hiding (Definition 4.3) protocols onto catalogs.

Definition 4.4 (Commit-and-Run Protocol Catalog). A commit-and-run protocol catalog
is a family of protocols ((nZ,L?, g,ng,Lg,wg),(Sg,Sg))UEZ
o= (La,n,R,L,,B,e) € X we have that’” n? =n,. Such a catalog is. . .

where for every specification

e implementing if for every o € X, the protocol ((n?,L7 7 n% L )7), 59 59Y) is imple-
p g y p c)—c c’'r) yrr C T p

r

menting for o.

#56The standard approach in computer science is to define such a family implicitly using “big-O notation,”
which with a large number of parameters might be challenging to navigate for readers who are do not
regularly encounter it (and even for those who do).

57T A short discussion on notation is in order here. One can think of a catalog as a machine whose “control
panel” can be used to input a specification o, and which outputs a protocol suitable for use with mechanisms
as specified by o and with guarantees as specified by ¢. Under this interpretation, n,, a component of o,
is a number typed into the control panel, which specifies how many run bits supported mechanisms may
need. The value nZ, a component of the protocol corresponding to specification o, is the number of random
bits drawn in Step 3 of that protocol. (There is a semantic difference here: n,. specifies which mechanisms
we should be able to support, while nZ specifies how to mechanically run the protocol.) The requirement
ng =n, simply states that these two numbers should be one and the same: Drawing this number of random
bits is both sufficient and necessary for running all mechanisms that we have to support.
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e committing if for every o € X, the protocol ((ng,L¢, g,ng,Lg,wg),(Sg,Sg)) is commit-
ting for o.
e hiding if for every o€ X, the protocol ((ng,Lg,ng,nﬁ,LU,wf),(Sg,gf)) is hiding for o.

r

We now formally define what it means for such a catalog to be “feasibly computable,”
that is, for its message sizes and computational requirements to asymptotically be essentially
the same (i.e., the same up to logarithmic or subpolynomial factors, of which we think as

small) as in the traditional protocols.

Definition 4.5 (Feasibly Computable Protocol Catalog). We say that s7 =
sllannBLyBe) € N is essentially linear in a (parametrized) quantity C(o) if there exists
a polylogarithmic®® function polylog(-,-,-) and a subpolynomial® function subpoly(,-) such
that s7 < C(o) - polylog(La, R, L,) - subpoly(B, 1) for every o € ¥. (We emphasize that
the polylogarithmic function polylog() and the subpolynomial function subpoly() must not
depend on o.) If s7 is essentially linear in 1 (i.e., if it is at most polylog(Lg, R, L,) -
subpoly(B,1)), then we say that it is essentially constant.#6°

A commit-and-run protocol catalog ((nZ,LZ, g,n,‘f,Lf,zﬁg),(S’g,S’f))a

putable if all of the following hold:

s 18 feasibly com-

e The number of commitment random bits n? is essentially constant.

e The length L7 of the commitment message and the running times of the commitment
verifier ¢ and commitment playbook S’g are essentially linear in L,+ L,.%%52

e The length L¢ of the run message and the running times of the run verifier /7 and run

playbook 57 are essentially linear in R.5364

58 A function is polylogarithmic if it is at most some polynomial in the logarithms of its parameters.

59 A function is subpolynomial if it is asymptotically smaller than any polynomial in its parameters. E.g.,

log”x is a subpolynomial function of z, whereas /3 and 2909001 are not subpolynomial in z as both are
considered polynomial in z.
#60The subpolynomial dependence on B and 1/ in the definitions of essentially linear and essentially
constant is a reformulation of the the standard notion of cryptographic security, namely that the protocol
run in time polynomial in the security parameter, while making sure that an adversary whose computing
power is any polynomial in the security parameter succeeds with probability negligible in the security
parameter. Our formulation starts from the adversary’s computing power and attack-success probability
(rather than from the security parameter) as the basic parameters, and hence a requirement that the
running time in question be polynomial in the security parameter is equivalently restated as that running
time being subpolynomial in these two basic parameters.

61Cf. the traditional protocol, where the commitment message length and the running times in the
commitment stage are linear in L,+ L.

52In fact, while essentially linear in Lo+ L, implies that the dependence on L,+ L, (keeping R, B, and ¢
fixed) is (Lq+Ly)-polylog(Ls+ L;), the additional polylogarithmic dependence on L, + L, is not required
here.

63 Cf. the traditional protocol, where the run message length and the running times in the run stage are
linear in R.

64 As before, while essentially linear in R implies that the dependence on R (keeping Ly, L,, and B, and ¢
fixed) is R-polylog(R), the additional polylogarithmic dependence on R is not required here.
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e The number of mechanism designer private bits ng, which is implicitly defined by the

playbook (57,59), is essentially linear in L, +R+L,.
4.3.3 Main Result

We are now finally ready to state our main result: that there exists a commit-and-run pro-
tocol catalog that satisfies all of our desiderata, and hence provides the same benefits as the

mediated protocol does, yet without the need for any mediator.

Theorem 4.1. Under standard, widely believed computational infeasibility assumptions,
there exists a hiding, committing, implementing, and feasibly computable direct-revelation

commit-and-run protocol catalog.

The statement “Under standard, widely believed computational infeasibility assump-

: 765 H66
tions” ",

in Theorem 4.1 should be interpreted along the lines of the discussion on cryp-
tographic guarantees from Section 4.1: We prove Theorem 4.1 by showing that there exists
an implementing and feasibly computable direct-revelation commit-and-run protocol catalog,
as well as a family of widely studied computational problems, believed by expert cryptogra-
phers and computational theorists to be hard, such that the following holds. Any strategy
that is either (1) a mechanism-designer strategy that breaks the committing guarantee, or
(2) a distinguisher that breaks the hiding guarantee, can be directly used (in a precise,
quantitative sense) to solve these hard problems, which are at the heart of a plethora of
cryptographic systems all around the world. This in particular means that any strategy that
breaks our hiding or committing guarantees could be directly used to break into virtually
any bank account in the world.

We prove Theorem 4.1 in Appendix D following the high-level outline described in Sec-
tion 4.1 (i.e., the commitment message is a cryptographic commitment to a mechanism
description + zero-knowledge proof of properties of this description, and the run message is
a zero-knowledge proof of properly running the mechanism), using a cryptographic frame-
work that we formally define in Appendix C. This framework provides a general, flexible
“one-stop-shop wrapper” around all of the existing cryptographic tools (and definitions)
needed in our proof of Theorem 4.1. We hope that its self-contained definition and fairly

low barrier for entry might make this framework appealing also for independent use in other

65These assumptions are often referred to as “standard cryptographic assumptions” in the cryptographic
literature, and share a similar status to that of the computational assumption of P#NP (despite technically
being stronger): While they have neither been proven nor disproven, they sustained much scrutiny by
mathematicians and computer scientists, and have been the basis for numerous theoretical and practical
applications in various fields and industries.
#660ur construction can be for example based upon any of the four following well-known computational
infeasibility assumptions: (1) RSA, (2) LWE (learning with errors), (3) DDH (decisional Diffie-Hellman)
and LPN (learning parity with noise), (4) Bilinear DDH. For more details, see Appendix #F.
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economic theory papers that may wish to avoid the learning curve associated with directly

using other cryptographic definitions and tools.
4.3.4 Succinct Communication and Verification

There is a large body of work in both economics and computer science that deals with the
communication requirements of mechanisms (Nisan and Segal, 2006; Segal, 2007; Dobzinski,
2016; Gonczarowski, 2018; Gonczarowski et al., 2019b; Rubinstein and Zhao, 2021; Rubin-
stein et al., 2021; Babaioff et al., 2022). In these papers, the mechanism in question is
assumed to be commonly known.

In many real-life settings, however, the mechanism is initially known only to the mech-
anism designer, who wishes to send it to all players. Absent any a priori structure on the
mechanism, the description of the mechanism itself may be exponentially longer than the
messages that need to be communicated to run the mechanism when it is commonly known
to begin with.%” This results in qualitatively higher communication already when running
the traditional protocol (which communicates the mechanism because it is not commonly
known to begin with), and the same high communication is preserved by our construction
from Theorem 4.1.

In our setting, however, unlike in the traditional protocol, the mechanism designer does
not wish to send the mechanism to anyone—quite the contrary, in fact: she wants players
to know that the mechanism is IR and DSIC (or any other property of interest that she
chooses), but to know nothing more. In this section we ask whether the communication
requirements of the traditional protocol can therefore in fact be qualitatively improved upon
in our setting. Note that this is not completely implausible: we indeed wish for far less infor-
mation (in some sense) to be communicated—mnot an entire mechanism description, but only
one binary property thereof. That being said, this argument seems quite problematic, as
while what needs to be communicated indeed is only one binary property of the mechanism,
we do not merely wish to send it, but furthermore for it to be verifiable, and its validity
intimately depends upon the output of the mechanism on each and every possible input, i.e.,
depends on every part of the mechanism description.

Perhaps surprisingly, we give an affirmative answer: we can construct a protocol catalog
that satisfies all of the desiderata defined so far, and in addition exponentially improves upon
the communication from the traditional protocol, resulting in a communication requirement
on par with that of running an already commonly known direct-revelation mechanism.

Another key difference between our protocols and the traditional protocol is that in the

67For example, Babaioff et al. (2022) show that the deterministic communication complexity of running a
commonly known single-player mechanism is precisely the logarithm, base 2, of its menu size (number of op-
tions presented to the player). In contrast, spelling out the menu is, of course, at least linear in the menu size.
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latter, players verify the outcome by running the mechanism themselves. In our protocols,
in contrast, verification must be done by very different means: players cannot run the mech-
anism themselves because they do not know it. A second question that we therefore ask in
this section is whether the computational power required by the players can be qualitatively
improved upon compared to the traditional protocol. A priori, this appears completely im-
possible: How can one verify that the mechanism was properly run, without trusting others,
with less work than needed for performing the required calculations on one’s own? Quite
strikingly, we give an affirmative answer to this question as well.

We note that it was previously unknown how to achieve such a dramatic reduction in
either communication or running time of mechanisms, even when secrecy is not required.
Formally, we capture the requirement that the communication size and verification running

time be logarithmic in that of the traditional mechanism as follows.

Definition 4.6 (Succinct Protocol Catalog ). A direct-revelation commit-and-run protocol
catalog ((ng,LZ,47,ng,L7,7 ),(579,89 ))Ue 5 is succinct if all message lengths and verifier
running times are essentially constant®®, that is:
e The commitment message length L7 and run message length L¢ are each essentially
constant.
e The maximum running times of the commitment verifier ¢/ and the run verifier )7

are each essentially constant.

In a succinct protocol catalog, from the players’ perspective, computation is indeed ex-
ponentially faster than in the traditional protocol, in which computation is linear in R—the
computation required to run the mechanism.® From the mechanism designer’s perspective,
however, the required computation (running the playbook) remains of essentially the same
complexity as in the traditional protocol (i.e., the guarantee will remain the same as in The-

orem 4.1), which is unavoidable since someone has to do the work of running the mechanism.

Theorem 4.2. In the random oracle model, there exists a hiding, committing, implementing,

feasibly computable, and succinct direct-revelation commit-and-run protocol catalog.

The statement “In the random oracle model” in Theorem 4.2 should be interpreted in
a qualitatively similar way to what is discussed after Theorem 4.1: without going into too
many details, let us note that a cryptographic scheme that is based on the random oracle

model can be implemented in the real world based on any hash function that is thought to

68Recall that essentially constant means at most polylog(La,R7Lp)~subp01y(B,é).

59Such a computational guarantee is sometimes called being doubly (computationally) efficient in the
computer-science literature, analogously to the term “doubly exponential,” which refers to “exponential
larger /slower than exponential.”
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be secure. Any strategy that breaks our hiding or committing guarantees for such a specific
implementation can be directly used to break into prevalent cryptographic systems around
the world that are implemented based on the same hash function.

We prove Theorem 4.2 in Appendix D in a similar way to the proof of Theorem 4.1, replac-
ing zero-knowledge proofs with ZK-SNARKSs (see, e.g., Bitansky et al., 2017; Groth, 2016;
Boneh et al., 2021), which are a succinct and non-interactive form of zero-knowledge proofs,
where the work done by the verifier of the proof (and in particular the length of the proof)
is only polylogarithmic in the original, plaintext proof and the work needed to verify it.™

Our “one-stop-shop” cryptographic framework that we define in Appendix C wraps
around either type of cryptographic primitives: sophisticated ones that enable succinct-
ness or simpler ones that do not. This frees us from directly handling and arguing about

ZK-SNARKSs or any other specific cryptographic component.
4.3.5 Non-Computational Committing/Hiding Guarantees

Two of the four desiderata of our protocols, committing and hiding, condition their guar-
antees on the computational power available to the adversary (mechanism designer in the
case of committing, players+distinguisher in the case of hiding), and give these guarantees
with very high probability but not surely. While each of these two desiderata provides well
behaved agents that have moderate computational power with very high-probability guaran-
tees against adversaries with exceedingly greater computing power, one may wonder whether
the guarantee could be made unconditional w.r.t. the adversary’s computational power (i.e.,
for “B =00"") or even furthermore certain (i.e., for ¢ = 0). It follows from well-known
general cryptographic impossibilities that in our setting it would be impossible to strengthen
both committing and hiding in this way. However, any one of the two could be strengthened
while keeping the other computational; for example, the illustrative examples in Section 2
afford perfect hiding while keeping the commitment computational. We have not taken a
stand in this section on how to optimally resolve this tradeoff, both because computational
guarantees are widely considered strong enough for some of the most sensitive data in the
world, and because if one does wish to strengthen one of these desiderata, the choice of which
one would be application dependent. Indeed, in settings in which commitment is paramount,
far beyond hiding, and any degradation in player incentives is unacceptable, one may wish
to opt for perfect commitment, while in settings in which hiding is paramount, or should be

“future proofed” so that the mechanism used today would be impossible to reveal even into

0Tf one is interested only in succinctness and not in hiding the mechanism, one may turn to a relaxation
of ZK-SNARKSs called SNARKS, which would result in slightly better running time.

"ISuch guarantees are sometimes called statistical (rather than computational) in the cryptographic
literature.

"2Such guarantees are sometimes called perfect in the cryptographic literature.
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the distant future and even with technologies not yet available today, one may wish to opt

for perfect hiding.
5 Extensions

5.1 Private Actions and Moral Hazard:
Zero-Knowledge Contracts

We have so far considered mechanisms with private types and public actions/
reports. It is straightforward to apply our framework also to mechanisms with private ac-
tions (and hence moral hazard), such as contracts.”™ In a traditional protocol for contracts
(i.e., in an equivalent for contracts of the protocol from Section 3.3), the properties to be
proven by the mechanism designer (the principal) in the commitment step are individual
rationality (and in some settings limited liability) and the value of the optimal level of ef-
fort for the player (the agent) to privately exert; furthermore, the direct revelation step is
replaced with an actions/returns step in which the agent privately exerts effort, following
which the stochastic returns are publicly realized. If these returns are denoted, by abuse
of notation, by ¢, then the remaining steps (calculation of the outcome based upon ¢ and
possibly run bits p,) continue exactly as defined in Section 3.3. (Both our formulation and
our construction can easily handle mechanisms with both private types and private actions.)

A commit-and-run protocol for such contracts is then similar to the one in Section 4.2,
with the same changes as just described to the incentive property proven and to the semantic
interpretation (and the source of) ¢ in the direct-revelation-turned-actions/returns step. At a
high level, the commitment playbook then involves the principal sending to the agent a cryp-
tographic commitment to a hidden contract along with a zero-knowledge proof of the optimal
effort for the agent to exert. (In the case of private actions and private types, and possibly
even multiple agents, the optimal effort for each agent may be type-dependent. In this case,
the proof is that for each type of each agent, she is incentivized to exert this effort, as well as,
if the outcome depends on her type also directly, to truthfully reveal her private type.) The
run playbook again involves a zero-knowledge proof that the declared outcome is consistent

with the hidden contract/mechanism that was committed to in the commitment stage.

"In a nutshell: A principal wants an agent to invest effort to stochastically increase the principal’s
returns. The level of effort that the agent exerts is private (unobserved and uncontractible), so the principal
offers the agent a contract: a monetary transfer between the principal and the agent that is a function of
the principal’s future (stochastic, publicly realized) returns. As we discuss in the introduction, there are
natural settings in which it can be of interest for the principal to commit to this function while hiding it and
proving that it incentivizes exertion of effort, and having the agent only eventually learn their bottom-line
realized wage (or loss, in cases without limited liability).
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5.2 Individually Revealing Parts of the Outcome:
To Each Their Own

In some settings, each outcome x € X naturally decomposes into parts that are each relevant
to a different player. Given an outcome z € X let us denote by v;(x) the part of the outcome
that we wish for player ¢ to learn, which we will call the view of player ¢ of the outcome
x. A natural choice for v;(x) might be to have it contain (at least) all of the payoff-relevant
information for player i, i.e., if v;(x) =v;(2’) for x,2’ € X, then i’s utility is the same in z
and in z’. For example, in an auction setting, v;(z) could capture the items that ¢ gets and
i’s payment. In a matching setting, v;(x) could capture i’s match. In any such setting, we
can generalize our definition of commit-and-run protocols from Section 4.2 by reformulating
the run step and the run verification step as follows:
4a. Run step: the mechanism designer, given ¢ and p,, chooses and privately sends to each
player i€{1,...n} a view 7; and a run message D! € {0,1}L".
4b. Run verification step: each player ¢ may evaluate '(p., De,t, pr, Vs, D%) (all of the
predicates 1! are part of the grammar rules) to verify that it holds.
The run playbook appropriately has the mechanism designer send each player their view of
the outcome and a run message with a zero-knowledge proof of correctness of the view given ¢
and p,. The committing desideratum from a protocol is then that if ¥%(pe, De,t,p,,7, D) holds
then player ¢ is convinced beyond any reasonable doubt (i.e., in the sense of Definition 4.2)
that 7;=y; (MA(t,p,,)) where A is the mechanism fixed in step la (as verified in step 1b).

It is straightforward to generalize all of our definitions and results to this scenario as
well. We note that while in the auctions and matching examples just given, v;(x) was player
1’s payoff-relevant information about x, in some settings there might be economic benefit in
having it also capture further non-payoff-relevant information that we might wish player 7 to
learn. For example, in a matching setting one might wish to publicly announce some statistics
about the mechanism performance, such as how many students received their most-preferred
institution.” In an auction setting, one may wish to publicly announce whether there was
a winner, or how many winners there were. Any of these could be done by including such
statistics in the view of each player.”™

Finally, while this is outside the scope of our paper, we note that various tools in cryp-

tography could be used to tweak this protocol in various additional ways. E.g., by making

"This aggregate information is what, e.g., Gonczarowski et al. (2019a) report when comparing their
mechanism to alternative implementations.

5 Alternatively, we might further generalize the definition of a commit-and-run protocol by having the
mechanism designer send not only a view (and a corresponding message that could be used to verify this
view) to each player, but also publicly announce a public view (and corresponding message that could be
used to verify this view).

48



verification interactive, one could design the protocol such that each player learns her view
but is not able to credibly prove to other players that this really is her view. One use of this
might be to prevent many players from confidently aggregating their views in order to learn

more about the hidden mechanism.

5.3 Hiding Both the Mechanism and the Types

In this section, we discuss how the techniques introduced in this paper can be combined with
ideas from previous work to hide both the mechanism from the players and the type report
of each player from the mechanism designer and from the other players. An illustrative
example of such a construction, along the lines of the illustrative examples from Section 2
and using a similar construction, is given in Appendix E. We start with an example that
motivates hiding the type reports, not for the sake of the privacy of the players as in previous
papers, but rather for the sake of the secrecy of the mechanism. (This can be thought of
as conceptually similar to how Illustrative Example 4 from Section 2 motivates the use of

randomness within mechanisms from a mechanism-secrecy perspective.)
5.3.1 A Motivating Example

Assume that there is a set of possible unpriced outcomes Y, such that an outcome z € X
is a tuple z = (y;s',...,s") indicating unpriced outcome y and transfer s’ by each player i.
Furthermore assume that each player’s utility is linear in her own transfer and not dependent
on others’ transfers, i.e., for every 1=1,...,n, every ¢; €T} is a valuation function ¢;: Y =R
such that u;(t;,x)=t;(y)—s" for every outcome == (y;s,...,s").

Let W= {(w1,...,w,) € (0,1)" | ¥"_ ,w; =1}, and assume that the mechanism designer
wishes to maximize weighted social welfare according to some weights w = (wy,...,w,) € W.
That is, the mechanism designer wishes to choose y € argmax,ey y ., wit;(y). One well-
known way to set transfers to elicit truthful reports of the valuation functions when choosing
y in this way is to use a variant of the Groves mechanism with no pivot rule, i.e., to set the
transfer of each player i to be s'= —w%zj#wjtj (y) (i-e., i receives w%z#iwjtj(y)). Denote
this mechanism by M,,. We claim that if one has access to all of the players’ reported types,
then unless the reported types ¢ are so degenerate that each player is indifferent between all
outcomes (in which case the weights are of no consequence to the outcome, including to any
prices), then from the single outcome M, (t) of the mechanism, one can deduce the entire

weight vector w.

Proposition 5.1. For everyt €T, unless t;(y) =0 for every i=1,...n and y €Y, there erists
a function Ey: X =W such that Ey(M,(t))=w for every weW.

Proof. We will show that the following function is well defined (in particular, that none of
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the denominators are zero) and satisfies the requirements:

L 1
Et(y;sl,...,s"):< ) taly) )

) yeens 7 1
Zk:l Skftk(y) Zk:l skftk(y)

Let teT and we W, and let (y;s',...,s") = M, (t). Note that for all i=1,...,n, we have
that w;s' =~ w;t;(y). Therefore, for all i,j=1,...,n, we have that w;s' —w;s’ =w;t;(y) —
w;t;(y), and hence, w;(s'—t;(y)) =w;(s? —t;(y)). Therefore, either s*—t;(y) =0 for all k=
1,...,n, or s¥—t;(y) #0 for all k=1,....n. Assume for contradiction that s*—#,(y)=0 for all k,
then since s* <0 and t;(y) >0 for all k, we have that ¢;(y) =0 (and s* =0) for all k. Therefore,
the weighted social welfare from y is zero, and since y maximizes weighted social welfare, we
have that the weighted social welfare from all 3/ € Y is zero, contradicting the assumption

that it is not the case that t;(y') =0 for all k and 3. We conclude that s*—t,(y)#£0 for all k.

s7—t;(y)
st—t;(y)

For every 4,7, we therefore have that = = . Since 1 jw; =1, we therefore have
J

1

that w; = =——2¥ for all ¢, as claimed. O
Zk:l sk—tk(y)

5.3.2 A Report-Hiding Mediated Protocol

As we have now demonstrated, knowing the type reports in addition to the outcome can
crucially increase what one can deduce about the mechanism just from a single run of the
mechanism. This holds even if the mechanism is realized via our zero-knowledge protocols
or via the mediated protocol from Section 3.4. To further protect the mechanism in such
situations, one may wish to consider an even more secretive mediated protocol in which even
the type reports are never publicly revealed, along the following lines. In this protocol, the
third party does not only verify statements by the mechanism designer, but in fact actively
draws random bits private to the third party, privately performs calculations, and announces
information that is not known to any single agent prior to the announcement:
la. Commitment step (as in Section 3.4): the mechanism designer (discreetly) provides
the third party with a mechanism description A (that requires at most n, run bits).
The mechanism designer furthermore (discreetly) provides the third party with a proof
that the mechanism M4 described by A is IR and DSIC.
1b. Commitment verification step (as in Section 3.4): the trusted third party inspects
the provided proof, and publicly declares whether it is valid. As the third party is
(rightfully) trusted, if she declares the proof as valid, then every player is certain of its
validity.
2. Type-reporting step: each player discreetly provides the third party with her type. Let
t be the profile of provided types.
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3. Run step: the third party draws a uniformly random sequence p, of n, bits, calculates
x = My(t,p,.), and publicly declares the outcome x. As the third party is (rightfully)
trusted, the mechanism designer, as well as every player, is certain of its correctness.

4. Post-run: the trusted third party never reveals anything about the mechanism, proof,
or types provided to it.

In this section, we discuss how such a trusted third party could be replaced with cryp-

tographic tools.

5.3.3 Implementation via Zero-Knowledge Proofs and

Secure Multiparty Computation

Secure multiparty computation, a central tool from cryptographic theory, allows two or more
parties to jointly and verifiably calculate the outcome of a commonly known function when
the input to the function is shared among the various parties, so that no party learns anything
about the other parties’ inputs to the function beyond what could be deduced from just the
outcome. This tool was used by prior work that discussed hiding bids in mechanism design to
allow players to jointly calculate the output of a commonly known mechanism without anyone
learning anything about others’ types. Combining with the techniques of the current paper,
one might implement the more secretive mediated protocol just presented in the following

very high-level way, using both secure multiparty computation and zero-knowledge proofs:

0. Commitment randomness generation step: nature draws a uniformly random sequence

pe and publicly announces it.

la. Commitment step: the mechanism designer, given p., chooses a commitment message
(cryptographic commitment and non-interactive zero-knowledge proof parametrized
by p. that the commitment is to a description of an IR and DSIC mechanism) and
publicly announces it.

1b. Commitment verification step: each of the players may inspect the commitment mes-
sage (i.e., verify the zero-knowledge proof) to be convinced that the mechanism designer
has committed to a description A of an IR and DSIC mechanism.

2. Run step: All players, as well as the mechanism designer, use secure multiparty compu-
tation (parametrized by p.) to jointly compute x = M4(t,p,) where A is the description
to which the mechanism designer committed in the commitment step, ¢ is the profile
of the players’ chosen types, and p, is randomly drawn as part of the computation
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and is revealed to no one.”” Whenever the mechanism designer sends any message

as part of this secure multiparty computation, she also sends a zero-knowledge proof

"6Similarly in spirit to Section 5.2, here also one might construct the secure multiparty computation so
that each agent (including even the mechanism designer) learns only a certain view of the outcome.
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(parametrized by p.) that this message is consistent with the description to which she
committed in the commitment step. Each of the players may inspect each such message
(i.e., verify the zero-knowledge proof) to be convinced that the mechanism designer is
participating in a way consistent with the mechanism fixed in step la (as verified in
step 1b).

While this approach is quite powerful, a few qualifications are in order here. First, partic-
ipating in secure multiparty computation conducted over a communication channel enlarges
the strategy space. As such, it is not surprising that in case there is more than one player, it
paves the way to various threats (between the non-Stackelberg players, i.e., everyone except
the mechanism designer) that erode the incentive properties of the overall protocol. This is a
known limitation of using cryptographic tools to hide the types of the players (in prior work
as well). This should be contrasted with our commit-and-run protocols from the previous
sections, which due to the use of noninteractive zero-knowledge proofs, do not alter the play-
ers’ strategy space and therefore do not erode any strategic properties (they do not hide the
bids, but they do hide the mechanism). Second, secure multiparty computation conducted
over a communication channel is susceptible to various coalitional cryptographic attacks: a
large-enough fraction of the agents could jointly corrupt the computation and have it run
a different mechanism or consider alternative reports for some players who are not among
the coalition of adversaries. This is again a known limitation of using cryptographic tools
to hide the types of the players (again, in prior work as well). This should be contrasted
with our commit-and-run protocols from the previous sections, which not even the grand
coalition of all players, or a coalition of the mechanism designer and all but one player, can
compromise. One way to slightly mitigate such issues (both of which only manifest when
there is more than one player) is to construct the secure multiparty computation protocol
such that the first party who learns anything about the outcome is the mechanism designer,
who at that point learns the entire outcome; Ilustrative Example 5, given in Appendix E,
has this feature. Such a construction removes any incentives for players to corrupt the com-
putation due to any information that they learn about the outcome. This of course does not
remove other incentives (unmodeled, existing before the computation even starts) to disrupt
the computation. Finally, secure multiparty computation is often far more computationally
demanding than zero-knowledge proofs, and hence the resulting protocols might be far less

practically useful than our zero-knowledge protocols.

5.4 Beyond Mechanism Design

We conclude this section by describing two game-theoretic applications beyond mechanism

design.
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Sequential Games An analogue of our mechanism-design setting arises in sequential
games if any player has commitment power (i.e., if there might be severe negative reper-
cussions if the public declarations of such a player reveal some inconsistency). Such a player
can cryptographically commit to her intended strategy at the onset, while only proving in
zero-knowledge select properties thereof, such as consistency across histories of the sequen-
tial game (i.e., that the choice of action can only depend on the preceding history in specific
ways; e.g., if this player’s strategy is to run a mechanism based on other players’ reports,
one such type of consistency could be incentive compatibility of the mechanism, as studied
in this paper so far). Then, whenever this player acts, she can prove in zero-knowledge that
she does so in a way that is consistent with the strategy to which she cryptographically

committed at the onset. Of course, more than one player can do so.

Correlated Equilibria and Communication Equilibria One of the earliest applica-
tions of cryptographic theory to game theory was to leverage secure multiparty computation
to implement a commonly known correlated equilibrium by replacing a mediator with cheap
talk (Dodis et al., 2000, 2007; Katz, 2008).” Our framework can be used here to implement
a correlated equilibrium known only to a principal but not to any of the players, without
any need for trust in the principal and without mediators. At the onset, the principal cryp-
tographically commits to a mapping from random sequences of bits to action profiles, and
proves in zero knowledge that if the input sequence is drawn uniformly at random, then the
output recommendation is obedient. Then, nature draws a random sequence of bits, after
which the principal discreetly provides each player with her recommended action, and proves
in zero knowledge that it was calculated from the random sequence according to the obedient
rules to which she cryptographically committed at the onset. Ben-Porath (2003) and Gerardi
(2004) give (non-cryptographic) constructions that implements a commonly known commu-
nication equilibrium (Forges, 1986) in a Bayesian game by replacing a mediator with cheap
talk. Similarly to the preceding discussion, an analog of the extension we describe in Sec-
tion 5.3 can be used by a principal to implement an undisclosed communication equilibrium,

without any need for trust in the principal, without mediators, and for any number of players.

6 Discussion

In this paper we build upon techniques from modern cryptographic theory to introduce a
general framework for committing to, and running, any given mechanism without disclosing
it and without revealing, even in retrospect, more than is revealed solely by the outcome.

Virtually all of our definitions and guarantees are formalized in quite a starkly different man-

"TAn earlier result of a similar nature, albeit not relying on cryptography, was given by Ben-Porath
(1998); see also Gerardi (2004).
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ner than any analogues of them would be in other models in the cryptographic literature,
to put economic usefulness front and center. Our framework decouples commitment from
disclosure, decouples trust in the process from transparency of the process, and requires no
third parties or mediators, trusted or otherwise, all while maintaining strategic equivalence.
We provide several concrete practical ready-to-run examples based on a novel zero-knowledge
proof technique, as well as a general construction. We also give an extension that applies
our techniques in the realm of contracts. The general construction is proved using a general,
flexible “one-stop-shop wrapper” (see Appendix C) around all of the existing cryptographic
tools (and definitions) needed in our proofs, which we hope to also be of independent use
in other economic theory papers that may wish to avoid the learning curve associated with
directly using other cryptographic definitions and tools.

In Section 5.3 we describe how to combine our framework with previous work to hide
both the mechanism and the type reports. While by and large, previous papers on bid hiding
were influenced by the aesthetic from the cryptographic literature of putting privacy front
and center and aiming to hide as much as possible, voluntary revelation of information could
have economic benefits. This is true for voluntary revelation of properties of the mechanism
before it is run (e.g., of strategic or fairness properties), for voluntary revelation of informa-
tion about type reports (say, only in aggregate), and for voluntary revelation of parts of the
outcome to players for whom they are non-payoff-relevant (such as various success metrics as
discussed in Section 5.2). We identify zero-knowledge proofs as thereby providing a general
unrevelation principle of sorts for mechanism design, providing a fine lever through which
arbitrary information of any of these kinds can be revealed or withheld. This paves the way
for a further layer of revelation design following the design of the rules of the mechanism
within mechanism design.

In this paper, our formal guarantees directly consider running a protocol once: The
mechanism designer commits to a mechanism once, runs it once, and never uses the same
commitment message again. Since in real-life settings, we expect a mechanism designer to
run more than one mechanism in her lifetime, two remarks are in order. First, say that a
mechanism designer uses our protocols more than once. In this case, our general construction
guarantees that overall, the players would learn no more than they would have learned had
the mechanism designer used the mediated environment for each of the runs. For example,
if a mechanism designer uses our protocol to run the same deterministic mechanism twice,
and the players report the same types (leading to the same outcome), then the players would
have no way of telling whether it was the same mechanism twice, or two different mecha-
nisms whose outcomes happen to coincide on this type report. Second, say that a mechanism

designer, for some reason, reuses the same commitment message (and the same commitment
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random bits are used) for two or more runs of a mechanism. In this case, our general con-
struction guarantees that overall, the players would learn no more than they would have
learned had the mechanism designer used the mediated environment for all runs and the me-
diator would have announced at the outset that the same mechanism will be used for all runs.
For example, in the case of two runs, this would mean that the players would only know the
output of the mechanism for two specific type profiles, where they would have the chance to
choose the second type profile given the output for the first type profile. This latter property,
of security despite reusing a commitment message, is not true in general for many crypto-
graphic constructions (see, e.g., Canetti, 2006a,b), and follows from our constructions since
our framework builds upon universally composable cryptographic building blocks (Canetti,
2020), with an eye toward the use of our protocols as building blocks within complex settings.

The need for secrecy depends on the broader context in which the mechanism is used;
in some contexts it might be crucial, while in some it may not be important. Hiding the
mechanism might however be desirable from a behavioral perspective even when secrecy is
not a goal in and of itself. Guillen and Hakimov (2018) find that advising participants that
the Top Trading Cycles matching mechanism is strategyproofness without describing the de-
tails of the mechanism increases truthtelling rates compared to when the mechanism is also
described.”™ Not describing the mechanism, however, might raise issues of trust that a strat-
egyproof mechanism is indeed run. Should the use of zero-knowledge proofs become main-
stream like browser encryption has and gain the same public trust (as discussed in the intro-
duction), our framework might provide a path toward similar increases in truthelling rates™
in various mechanism design settings even when players do not a prior: trust the mecha-
nism designer. In this sense, our framework could also be viewed as contributing to recent
literature on how to best present mechanisms to players (Gonczarowski et al., 2022, 2024).

In this paper we focus on the example of individual rationality and incentive compatibil-
ity as the properties of interest to be proven. However, that is merely an example, and our
construction can easily work with any other property satisfied by the mechanism, so long
as a reasonable-size proof could be furnished for this property.®® For example, one could
prove that a mechanism for bilateral trade is budget balanced, that a matching mechanism
is stable, or that a voting mechanism has desirable properties such as various forms of fair-

ness. One could even prove to regulators, without superfluously exposing trade secrets, that

Danz et al. (2022) show a different setting in which providing additional information contributes to
strategic confusion and increases deviations from truthful reporting.

" Non-truthtelling behavior has been observed when people interact with several common strategyproof
mechanisms, including a sealed-bid second-price auction (Kagel and Levin, 1993) and the Deferred
Acceptance stable matching mechanism (Hassidim et al., 2021; Shorrer and Sévéagé, 2017).

80This really is only a technical constraint, as one would argue that any property known by the mechanism
designer to hold would have such a proof; otherwise, how would the designer be convinced that it holds?
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the mechanism abides by any relevant law, so long as this statement can be formalized.5!
Sometimes, though, such statements cannot be formalized, whether because it is too hard
or costly, or because one wishes to check whether the spirit, rather than the letter, of the
law (or regulation) is upheld. Such applications, in which there might be no way around
“eyeballing” the mechanism directly, do not fall within the scope of our framework. Another
application we do not cover is choosing between mutually exclusive competing mechanisms
or contracts offered by different principals, in which case just knowing that, e.g., each mecha-
nism is IR and IC, or each contract satisfies IR and limited liability and incentivizes exertion
of high effort, would not suffice. While secure multiparty computation could be used to
evaluate a player’s choice function over the set of two proposed mechanisms/contracts while

only revealing the final choice, formulating the details is outside of the scope of this paper.
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A  Formal Proofs and Tools for the Illustrative Exam-

ples from Section 2

In this appendix, we formalize the illustrative examples from Section 2 as commit-and-run
protocol catalogs (up to the added interaction during proofs), and prove they are implement-

ing, committing, hiding (even strongly so), and feasibly computable.

A.1 Proofs of Knowledge of Discrete Log

Our illustrative examples from Section 2 use a special form of zero-knowledge proofs to prove
knowledge of the discrete logarithms of elements in a large algebraic group GG. We first de-
fine this special form, called Sigma protocols (not to be confused with our commit-and-run

protocols from Section 4), and then describe the actual protocols.
A.1.1 Sigma Protocols

Sigma protocols are a convenient form of proofs. The formulation here restates the standard

one without explicitly defining the concept of a security parameter.

Definition A.1. A Sigma protocol for a relation R(z,w), where = is a commonly known
statement and w is a (typically secret) witness to the fact that z satisfies the property rep-
resented by R, is a three-message interaction between a randomized prover algorithm P and
a randomized verifier algorithm V. The verifier’s (single) message consists of a uniformly
random element from a prespecified domain G, and the final decision made by the verifier is
a deterministic function of the common input x and the three messages. Furthermore, the
following properties hold:
e Completeness: For any (z,w) € R, for any first message a generated by the prover
given (x,w), and for any verifier message (€ G, we have that the verifier accepts when
given (x,q,(,7), where 7 is the corresponding response message v computed by the

prover algorithm. In short,
Pr [V(az,a,ﬁ,y) = “accept” ! a~P(zw),fe G,fwa(x,w,ﬂ)] =1.

e Knowledge Extraction: There exists a deterministic procedure K whose running
time is polylogarithmic in |G|, that given any two accepting transcripts that share
the same input x and first message «, outputs a witness w such that (z,w) € R.
That is, for any x,a, and (1,82 € G such that [y # 5, and any 7,72 such that
V(z,0,81,7) =V (z,0,82,72) = accept, we have (x,w) € R where w= K (x,a,51,52,71,72)-

e Perfect Witness Indistinguishability: For any input z and two witnesses wy,ws
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such that (z,w;) € R and (z,wy) € R, and any (potentially misbehaving) verifier V*,
it holds that the output of V* from an interaction with P that has input (x,w;) is
distributed identically to the output of V* from an interaction with P that has input

('Iaw2>‘
A.1.2 The Schnorr and CDS Protocols

For completeness we recall the Cramer-Damgard—Schoenmakers (Cramer et al., 1994) pro-
tocol for proving knowledge of the discrete logarithm of one out of a set of group elements
(henceforth, we call this protocol CDS). CDS is a Sigma protocol, and while we do not do
so for simplicity of our constructions, we note that under certain computational infeasibility

assumptions, all verifier interaction can be removed from it.#1

The Schnorr protocol. As a preliminary step to presenting CDS, we also recall the
Schnorr protocol for proving knowledge of the discrete logarithm of a commonly known group
element (Schnorr, 1991). Let G be a group of large prime order and let g,a be elements of G.
Assume the prover wants to convince the verifier that she knows p such that g” =a, while mak-
ing sure that the verifier learns nothing else in the process. The protocol proceeds as follows:

1. The prover draws s~U{1,...,p}, and sends av=g* to the verifier.

2. The verifier draws f~U{1,...,p} and sends to prover.

3. The prover sends v=s+fp to the verifier.

4. The verifier accepts if g7 =aa’.

It is easy to verify that if both parties follow the protocol, then the verifier accepts.

For knowledge extraction, if 3,7 and 3’7 are two challenge-response pairs that convince
the verifier w.r.t. the same «, then fp—y=s=0p—+/, thus p:gf—:g.

While perfect witness indistinguishability is moot for proofs of knowledge of discrete log-
arithms (since the witness is unique), the protocol is honest-verifier zero knowledge. That
is, V’s view of the interaction with the prover (namely, a,«,(3,7) can be feasibly simulated
given only a. Indeed, to draw appropriately distributed («,37), first independently draw
B,y~U{1,...,p,}, then set a:Z—;.

The Cramer—Damgard—Schoenmakers protocol. CDS extends the Schnorr protocol
to the case where the prover wants to convince the verifier that she knows the discrete log
of at least one out of several commonly known numbers aq,...,a; € G, while making sure that
the verifier learns nothing else in the process. In particular the verifier does not learn to

which of the a;s the discrete log corresponds.

#1For readers with background in cryptography: by this we mean that CDS can be made into non-
interactive zero-knowledge proofs of knowledge (in the random oracle model), using the Fiat-Shamir
transform (Fiat and Shamir, 1986).
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In a nutshell, the idea is to have the prover and verifier run % copies of the Schnorr proto-
col, where the verifier allows the prover to choose the k challenges, subject to the constraint
that all the challenges sum up to a single “master challenge” that the verifier chooses. This
allows to the prover to perform the simulation strategy of the Schnorr protocol for all but one
of the k copies (the one corresponding to the discrete logarithm that is supposedly known).

The protocol proceeds as follows. The common input is ag,...,a; € GG, and the prover
knows (p,i) such that g =a;. Then:

1. The prover sends «aq,...,ay to the verifier, where:

(a) a;=g°% s~U{1,....p}
(b) For j+#i, ozj:%, where (3;,7;~U{l,...,p} independently.
2. The verifier draws BJN U{1,...,p} and sends to prover.
3. The prover sets §; = 5 — Z#i Bj, Vi = s+ Bip, and sends to the verifier the values
V1o VhsB1seees B
4. The verifier accepts if f;+...+ =0 modp, and in addition for all j=1,....k it holds
that g7 :ajafj.

Perfect witness indistinguishability is immediate. Completeness and knowledge extrac-
tion are argued in similarly to the Schnorr protocol. (For the extraction argument, observe
that if g3 ,(’7,5) and [',(¥ A ) are two challenge-response pairs with §+# ' that convince the

verifier w.r.t. the same @, then there must exist an ¢ such that ; # .. For this ¢ we have
'Yi*'Yg

g%’/aiﬁ" :ai:g%‘/afé’ thus a;= g% % )

A.1.3 A New Extension

We describe a new extension of CDS. The extension considers commonly known @ 1,...,0k m:91.1,- sk m;
in this Sigma protocol the prover proves that there exists ¢ € {1,...,k} such that for every j,
she knows log,, a; ;.

Before we present this extension of CDS, we first present a Sigma protocol that is a
straightforward extension of the Schnorr protocol, where a prover proves that for every
ie{l,....k} she knows log, a;, where ay,...,a;, and gy,...,gy are commonly known. While this
could also be done by running & copies of the Schnorr protocol, we avoid doing so because

that would not be a useful building block for our extension of CDS.

Extension of Schnorr. Let ay,...,ax,91,...,9x € G. The prover wants to convince the
verifier in zero knowledge that she knows py,...,px such that g =a; for every i. The protocol
proceeds as follows:

1. The prover independently draws si,...,s, ~ U{1,...,p}, and sends & = ay,...,a;, to the

verifier, where a; =g;" for every 1.
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2. The verifier draws f~U{1,...,p} and sends to prover.

3. The prover sends 71,...,7 to the verifier, where v, =s;+Bp; for every 1.

4. The verifier accepts if g =a;a. for every i.
Completeness, knowledge extraction, and perfect witness indistinguishability follow in the
same way as for the Schnorr protocol. Note that the proof uses only a single verifier challenge;

this property will be useful for the extension of CDS described next.

Extension of CDS. Let a;;,9;,; €G for every ¢=1,....k and j=1,...,m. The prover wants
to convince the verifier in zero knowledge that she knows (7,p1,...,p,,) such that gﬁ m=a;; for
every j. The protocol proceeds as follows:
1. The prover sends aj 1,...,0; », to the verifier where, for every j=1,...,m:
(a) aij=g;; sj~U{L...p}.
(b) For i’ #1i, v ;= %, where B,y j~U{L,...,p} independently.

»J
2. The verifier draws f~U{1,...,p} and sends to prover.
3. The prover sets f3; :B—Zi,#ﬁi/, and v, j=s;+ ;7 for every j, and sends to the verifier

the values v11,...,%m:51,---.8%

4. The verifier accepts if g1+ -+ B = modp, and in addition for all :=1,...,k and

j=1..,m it holds that ¢]"' =a; ;a%.

Completeness and perfect witness indistinguishability are argued similarly to CDS (re-
placing the Schnorr protocol with the above extension as a building block). For knowledge
extraction, observe that if 5,(7,5) and 5',(7' ,5’ ) are two challenge-response pairs with 5 # 5
that convince the verifier w.r.t. the same @, then there exists ¢ such that g; # /. For this i

i
Vi, g Va4

) . ) ~ / Bl—B;
and for all j=1,...,m we have gz;]/a?}:ai,j:gizfj/af}, thus a;j=g,;" " .)

A.2 Proof for Illustrative Examples 1 and 2

We formalize Illustrative Example 2 from Section 2; Illustrative Example 1 is a special case.
Let H € N be a power of 2. Let T =T, ={0,..., H—1}?, each t € T indicating the buyer’s
value for each item. We choose a mechanism description language in which each mechanism
description is exactly 2log, H bits long, interpreted as pairs of prices in {0,...,H —1}. It
suffices to only consider specifications with L, =2log, H (bigger L, would be equivalent, and
smaller L, would have no valid mechanism descriptions), with L, =0 (since all mechanisms
describable in our language are IR and IC), and with n, =0 (since all such mechanisms are
deterministic). Running any such mechanism on a given type report can always be done
in time linear in L,, say, in time 100- L,, so it suffices to only consider specifications with
R=100-L,. So, we must construct a protocol for every B€N and &> 0.

Let G be a group of large prime order p to be chosen later as a function of B and . To
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ease presentation, we assume that p., rather than being a uniformly random sequence of n.
bits, is a pair (g,h) of uniformly random elements in G. We take L. = 2log, H[logp| and
interpret a commitment message as 2log, H commitments to bits (log, H commitments for
each price, each of them an element of (). 1. simply verifies that each of these 2log, H bit
commitments is an element of G.2

As already noted, the proof of properly running the mechanism will be interactive in this
protocol, so instead of defining L, and 1),., we will define an interactive protocol and prove
slightly generalized versions of our properties. First, we will be mindful that the total number
of bits sent during the run stage of the interactive protocol satisfy the requirements we place
on L, in feasibly computable protocol catalogs, and that the total computational power
required by the buyer during the run stage satisfies the computational constraints we place on
1, in feasibly computable protocol catalogs. Second, the definition of a committing protocol
also has to be generalized for interactive protocols. We say that the protocol is committing for
a mechanism designer’s running-time bound B and attack-success probability ¢ if for every
mechanism designer strategy (S,,S,) computable in time at most B the following holds. For
every pg € {0,1}", there exists a (not necessarily feasibly computable) function £ (which we
call a mechanism extractor) from pairs p.=(g,h) of elements in G to IR and IC mechanism
descriptions, such that: With probability at least 1—¢ over p, € U(G?) and over the
random choices made by the buyer during the interactive verification stage, for
every t €T, if both commitment verification and run verification succeed (the former always
succeeds in this specific protocol), then the mechanism that was run is My for A=FE(p,).

The playbook is defined as in Section 2: S. commits to two prices as described there,
and S, (interactively) proves correctness as described there, and uses (the interactive) CDS
(see Appendix A.1) if a zero-knowledge proof of knowledge of a discrete logarithm in a given
base of one or more elements from a set is called for.

The fact that our protocol is implementing follows from the completeness of CDS (see
Appendix A.1). To see that it is strongly hiding (and hence, by Lemma B.1, hiding), we
define a simulator that chooses commitment random bits p/, by uniformly drawing an element
¢’ € G, uniformly and independently drawing p € {1,...,p}, and setting p. to be the pair of
elements (¢',h') where h'=g'?. These are distributed as two i.i.d. uniform elements from G,
i.e., distributed identically to a random p.., and so are impossible to distinguish from such a
random sequence. To generate any single commitment to a bit, the simulator uniformly draws

a random number p' € {1,...,p} and sends the element C’ =h’"". This element is once again

2This can be feasibly done (i.e., done in time polylogarithmic in |G|) for the groups based on Sophie
Germaine primes and safe primes as mentioned in Section 2, since verifying that an element of the larger
group is a square (i.e., is indeed an element of the smaller group) can be feasibly done since the order of
the big group, ¢—1, is known.
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distributed uniformly in G, as in our protocol when the (commitment) playbook is used, so
impossible to distinguish. The crucial difference, however, is that the simulator, due to being
able to control pl, can feasibly “open” each such commitment bit both as 2’ =1 (writing it as
C'=h"*") and as 2’ =0 (writing it as C"= ¢g’**"). Therefore, after the outcome is announced,
the simulator “retroactively” chooses some pair of prices consistent with the outcome and
type reports, and runs the run playbook as if the commitment were to these prices.

It is enough to show that for any mechanism description and adversary, the distribution
over transcripts of this simulator is identical to that of our protocol when the playbook
is used, as this would imply that no distinguisher can guess with probability greater than
half whether a transcript originates from our protocol or from the simulation. By perfect
witness indistinguishability of CDS, the distributions are indeed identical despite the simu-
lator choosing some mechanism that is consistent with the outcome rather than the specific
mechanism that the seller has in mind. Note that the same protocol is hiding, and even
strongly so, for all B and e: its hiding guarantee is absolute—even a computationally un-
bounded adversary (a stronger guarantee than for a computationally bounded one) cannot
guess the origin of a transcript with probability greater than half (a stronger guarantee than
not guessing with probability nonnegligibly greater than half).

It remains to choose the group size p based on B and e so that the protocol can be
shown to be committing, and to verify that with this choice of p it is feasibly computable.
Let B'=8-|T|-B/e. There is broad confidence among cryptographers and computational
complexity theorists that choosing the size p of the group G to be a large-enough polynomial
in B'/e suffices for guaranteeing that no algorithm with computing power at most B’ can
calculate the discrete logarithm of A base ¢ for uniformly random ¢,k in G with probability
greater than /6. This widely believed computational infeasibility assumption is used in prac-
tice in many cryptographic systems around the world, and breaking it would result in the
ability to break into those systems.® Note that with this choice of p, representing elements
of G, drawing random elements of G, and calculating multiplication and addition in G can
all be done in time polylogarithmic (and, in particular, subpolynomial) in B and 1/e, and
therefore the protocol is feasibly computable. To show that the protocol is committing with
this choice of p (given the above widely believed computational infeasibility assumption),
we show that an adversary that breaks the commitment property can be used to build an
algorithm with computing power at most B’ that can calculate the discrete logarithm of A

base ¢ for uniformly random g¢,h in G with probability greater than ¢/s, contradicting the

3The best known algorithms for computing discrete logarithms in Z, for prime ¢ run in time 6(¢*?).
Any significant improvement will be a major mathematical breakthrough that would break the security of
such systems.
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computational infeasibility assumption.

Let (S.,S,) be a mechanism-designer strategy computable in time at most B, and let
pa€{0,1}". We will define E:G?*—{0,...,H—1}* by defining F(p.) to be the pair of prices
st s? as follows. (We give an algorithmic definition because we will later be interested in
the running time of E(p.).) Initialize s*,s? to be the maximum possible price, H—1. Next,
for each (vy,v5) €T, run (S,,S,) with mechanism-designer bits pg, commitment bits p., and
type report (vy,vz). If the first (respectively, second) item is sold and the verification of the
revealed price succeeds (i.e., the commitment to the price is opened to the price claimed in
the outcome), then update s' (respectively, s?) to be the price at which it is sold.

We now prove that E satisfies the guarantees in the definition of a committing protocol.
Assume for contradiction that for some (S.,S,) computable in time at most B and some
pa€4{0,1} there exists R, C G? with measure greater than e such that for each (Pe,pv) € Ry,
where p. € G? is interpreted as a commitment (random) sequence and p, € G is interpreted as
a (random) challenge to CDS during verification, there exists ¢, ,, €T such that verification
succeeds but the outcome is not Mg (%, ,,). We use (S;,S;,pq) to construct an algorithm
IT with running time at most B’ (as defined above) that takes two random element in g,h€ G
and with probability greater than € computes ¢ such that g=~h (in G). This contradicts the
assumption of the infeasibility of calculating a discrete logarithm in G.

The algorithm I7 runs as follows on input (g,h). Set p. = (g,h) and run S, with
mechanism-designer bits p; on p. to obtain the commitment message D, =
(ClsesCrog, 1:C1o s Citg, 1) Next, for each (v1,09) €T, run (S,,S,) (or run S, from where S,
stopped) with mechanism-designer bits pg, commitment bits p., and type report (vy,vs) to
obtain the outcome. For each such (v1,v2), if the outcome declared by S, is not Mg, )(v1,v2),
then proceed as follows. We consider two cases. The first case is where the outcome of S,
for the current value of (v1,v7) sells one of the items, w.l.o.g. item 1, for a price different
than the one prescribed by E(p.). In this case, verification is by opening the commitment
to the price of item 1, and therefore verification does not involve any challenges. Finish
running S, to run the verification. If verification succeeds, then it means that there exist
(v1,09),(v},v5) €T (the latter one is the one that defines the price when running F) such that
when run with each of these two reports, S, opened the commitment to the price of item
1 into two different prices. In turn, this means that CJ1 for some j was opened by S, into
both 0 and 1, i.e., it outputs values p,p’ such that ¢# = h* :C}. In this case (if verification
succeeds), I1 computes ¢ such that p/=p’ in G (this can be feasibly done) and returns it.

The second case is where the outcome of S, for the current value of (v1,v2) does not sell
an item, w.l.o.g. the first item, even though based on the prices (s',s*) = E(p.) it should

have been sold. In this case, verification is by CDS and involves a random challenge. This
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means that there exist (vq,v2),(v],v5) € T (again, the latter one is the one that defined the
price when running £) such that when running with (v(,v5), S, opens the commitment to
the price of item 1 into the price s' while when running with (vi,v;), S, claims that the
price of item 1 is greater than s’ for some value s’ > s!, and attempts to prove this during
verification. More specifically, there exist 41,...,i, such that when running with (v},v5) every
C}j is opened to 0, i.e., a discrete log base g of Cilj is revealed, but when running with (vy,v9),
S, claims that it knows how to represent one of these commitments as a commitment to 1,
i.e., knows a discrete log base h of one of the C’Z-ljs, and attempts to prove this using CDS
during verification. In this case, IT repeats the following 4/¢ times: sample p, € G and finish
running S, from immediately after the outcome was announced, to run the verification with
challenge p,. If verification succeeds for at least two sampled values p! p?, then run the
knowledge extractor or CDS on the verification transcripts for theses two values to obtain a
discrete logarithm base h of one of the C}js. We then once again have discrete logarithms in
both base g and base h of a commitment, so we continue in the same way as in the first case.

Note that the running time of IT is indeed at most B’ (it runs (S.,S,) at most 2-|T'|-
(1+4/¢) times, and in addition only performs operations that are polylogarithmic in |G|,
which are fast enough to not take the overall running time over B’). It remains to show
that IT succeeds with probability greater than /6 over uniformly chosen g,h. Note that R,
being of measure greater than e implies that there is a measure greater than ¢/2 of pairs
pe=(g,h) of elements in G such that for each of them with probability greater than ¢/2 over
the random choice of challenge during verification, there exists ¢, , € T such that verifi-
cation succeeds but the outcome is not Mg o2(t,. ,,). (Otherwise, the measure of R, is at
most ¢/2-1+(1—¢/2)-¢/2<e.) For each such pair p. = (g,h), we have that II succeeds with
probability at least (1—(1 —5/2)2/5)2 > (1—1/e)? >1/3 (the first expression is the probability of
a single success in the first 2/= samples and a single success in the last 2/z samples). Therefore,

IT succeeds with probability greater than /6 over uniformly random (g,h) € G?, as required.

B Strong Hiding: A Simulation-Based Approach

In this appendix, we provide a hiding guarantee that is stronger than Definition 4.3, and
which is also satisfies by all of our constructions. We call this guarantee strong hiding. While
Definition 4.3 is based on the idea of indistinguishability of two runs of our protocol, strong
hiding is based on the idea that nothing should be learned from a run of our protocol that
cannot be learned from a corresponding run of the mediated protocol. More precisely, it
guarantees that despite the absence of a trusted third party, with high probability compu-
tationally bounded players, even if they all join forces, learn no more about the mechanism

than they would have in the mediated protocol with a (rightfully) trusted third party had
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they had slightly more computation power.

The way by which we formalize the idea that the players learn nothing more in our pro-
tocol than in the mediated protocol is again through indistinguishability, but not between
two runs of our protocol as in Definition 4.3. Rather, players are not able to distinguish
whether they are participating in our protocol or in mediated one. This idea seems flawed
in first glance: players can distinguish between the two protocols since in our protocol they
observe p., D, and D,, which they do not observe in the mediated protocol (and they might
plausibly learn something from these).

To overcome this flaw and formally define this idea of indistinguishability, we draw in-
spiration from the notion of simulation, which repeatedly appears in modern cryptography.
The idea is to complement the mediated protocol with a computationally feasible algorithm,
called a stmulator, which—Ilike the players—does not have access to the mechanism descrip-
tion (known only to the mechanism designer and the trusted third party), and which is
tasked with generating some values p., D., and D,. If, despite not having access to the
mechanism, the simulator can generate p., D., and D, such that computationally bounded
players cannot distinguish between the following two transcripts:

e the transcript (p.,De,t,pr,x,D,) of the mediated protocol augmented with a simulator
(where ¢, p,, and = are observed in the mediated protocol, and p., D., and D, are
generated by the simulator), and

e the transcript (pe,De,t,pr,2,D,) of our protocol,
then we conclude that the players learn no more in our protocol than they could have learned
in the mediated protocol augmented with the simulator. (Indeed, had they learned anything
more in our protocol, then they could have distinguished between the two protocols based
on whether or not they learned this.)

The simulator is only a thought experiment. Consider a players who can put in some
extra effort to run the simulator herself, as part of their strategy in the mediated protocol.
(Recall that the simulator does not require access to the hidden mechanism.) Such players
then learn no more from our protocol than their would have from running the simulator
themselves in the mediated protocol. Overall, the existence of an appropriate simulator thus
formalizes a guarantee that anything about the mechanism that is unknown to the players
in the mediated protocol remains unknown to them in our protocol.

Since we would like to keep the mechanism hidden even if all players join forces, one con-
cern is that the players, through jointly crafting their type profile as a function of the commit-
ment random bits and commitment message, might in some way learn something about the
hidden mechanism. Let us define a joint player strategy as a function ¢:{0,1}" x {0,1}Fc =T,

taking the commitment bits p. and commitment message D, and choosing which type profile ¢
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to report. As discussed after Definition 4.3, we would like for the mechanism description be
hidden even if it is chosen in a way that depends on p.. Let us define a mechanism-choosing
strategy as a pair (A, P) where A:{0,1}" — A, g and P :{0,1}" — Pr, such that the
following consistency requirement is met: for every p. € {0,1}", we have that P(pc) is a
(valid) proof that A(p,) is a valid description of a mechanism that is IR and DSIC, uses at
most n, run bits, and runs in time at most R. Finally, for even further security, we would like
for the mechanism description be hidden even if in some specific implementation p, is some-
how (even unbeknownst to any agent) correlated with p.. Let us define a run-bits-choosing
strategy (for nature) as a function p,: {0,1}" —{0,1}".

Formally, the mediated protocol with a (rightfully) trusted third party is augmented with
a (randomized) simulator as follows:

1. The simulator chooses p.€{0,1} and D€ {0,1}%.

2. The mechanism designer hands the mechanism description A(p,) and the proof P(p,)
to the trusted third party. (Note that due to the definition of the mediated protocol
in Section 3.4 and the above consistency requirement from A and P, the trusted third
party publicly declares the proof as valid.)

3. Player types are set as t' =t(p.,D.), the run bits are set as pl. = p,(p.), and the type
profile ' and run bits p. are given to the mechanism designer in the mediated pro-
tocol. Based upon ¢’ and p/, the mechanism designer announces the outcome z’ € X
s.b. &' = My, (t',p)). (Note that due to the definition of the mediated protocol in
Section 3.4, the trusted third party publicly declares the outcome as correct.)

4. The simulator chooses D’ €{0,1}L.

5. The transcript of the simulation is (p.,D.t',pl 2" D).

As discussed above, we will require the existence of a simulator such that the tran-
script of the simulation is indistinguishable to players who use any joint player strategy
from the transcript of our protocol, regardless of which mechanism-choosing strategy and
run-bits-choosing strategy are used. To formalize this, we define a distinguisher to be a
function D: {0,1}" x {0,1}F x T'x {0,1}™ x X x {0,1}1" — {“real”, “simulated” }, which is
given a transcript (pl, D2, t" p!.x” D) and attempts to “guess” whether it originates from
our protocol (“real”) or from the mediated protocol augmented with the simulator (“simu-
lated”). The definition of a strongly hiding protocol is then that regardless of which strategies
(A,p),f, pr are used, if the mechanism designer follows the playbook in this protocol (hence
the “real” run), then no computationally feasible algorithm (distinguisher) can guess with
probability nonnegligibly greater than 1/2 whether it is presented with the transcript of (i.e.,
messages sent in) the real run or the transcript of a simulation. An adversary is a quadru-

plet ((A,P),f,p},D) of mechanism-choosing strategy, joint player strategy, run-bits-choosing

A10



strategy, and distinguisher.*

Definition B.1 (Strongly Hiding Protocol). A protocol ((nC,LC,wc,nr,LT,wr),(S’C,S’T)) is
strongly hiding for a specification (Lg,n,,R,L,,B¢) € X and maximum possible running-time
gain® B’ if there exists a simulator Sim computable in time at most B’ such that the fol-
lowing holds. For every adversary® (quadruplet of mechanism-choosing strategy (A, P), joint
player strategy £, run-bits-choosing strategy p,, and distinguisher D) computable in time at
most B, the following two probabilities are no more than ¢ apart:

e The probability (over the draw of the simulator’s random actions) of the distinguisher
D outputting “real” on input (p.,D.,t',pl,2',D.) corresponding to a simulation with
simulator Sim, mechanism-choosing strategy A,P, joint player strategy ¢, and run-
bits-choosing strategy p,.

e The probability (over uniform drawn commitment bits p. and mechanism-designer bits
pa) of the distinguisher D outputting “real” on input (p., D.,t,p,,x,D,) correspond-
ing to a run of the protocol where the mechanism designer plays the playbook for
A(pe),P(p.), ie., D, = S’C(A(pc),f’(pc),pd,pc), the players play ¢ =t(p.), the run bits

~

are p,.=p,(p.), and the outcome and run message are (x,D,.) =S5,(A,pq,pc,Destypr).

It is not hard to see that a protocol that is strongly hiding for some specification and for

any B’ is also hiding for the same specification only with a double attack-success probability.

Lemma B.1. If a protocol is strongly hiding for some specification (Ly,n,,R,L,,B,c) € X
and running-time gain B', then it is hiding for (Lq,n,,R,L,,B,2¢).

Proof. We prove the counterpositive statement. Assume that there exists a distinguisher
program D that demonstrates that the protocol is not hiding, by distinguishing between two
description-proof pairs (A, P;),(As, Py) with probability greater than 2e. Let Sim be any
candidate simulator, with any computational complexity, for exhibiting that the protocol is

strongly hiding; we will show that Sim does not satisfy Definition B.1.

4Having a deterministic adversary is without loss, since a randomized adversary is a distribution over
deterministic ones.

5B’ should be thought of as the gain, measured in running time, that an adversary trying to discover a
secret mechanism can get by participating. More precisely, this definition formalizes the requirement that
(with probability 1—¢) anything an adversary with running time 7 < B can learn from this protocol could be
learned also by an adversary with running time 7+ B’ in the mediated protocol with a (rightfully) trusted
third party (where the extra running time of B’ can be used to run the simulator).

6While the order of quantifiers in our definition of strong hiding is that there exists a single simulator that
works for all adversaries, readers may notice that for the above motivation for simulation as capturing why the
mechanism is hidden, it would would have sufficed to require that for every adversary, there exists a simulator
that can be feasibly found by the adversary (more formally, that there exists a feasibly computable map
from adversaries to simulators). We impose the stronger requirement of a single simulator that works for all
adversaries to avoid unnecessary further clutter in an already symbol-heavy paper (and since it is technically
obtainable, see, e.g., Schnorr, 1991; Cramer et al., 1994 for one approach and Canetti et al., 2002 for another).
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We first consider the case in which D demonstrates that the run step is not hiding. When
this is the case, there exist t € T and p, € {0,1}"" such if p; and ps are the probabilities corre-
sponding to (A;,P;) and (As,P,) respectively in the definition of when the run step is hiding
in Definition 4.3, then |p; — ps| > 2¢. Let A = Ay, P = P, A, = A, P, = Py, t=t, and
pr = pr. We note that since A;(t,p,) = As(t,p,), running the mediated protocol with either
(A1, Py) or (As, P) results in the exact same messages when players report ¢ and the run
bits are p,. Therefore, the first probability in Definition B.1 is the same for (4,P)=(A4;,P,)
and for (A,P) = (/12,]52); denote this probability by p. Since |p; —ps| > 2¢, by the triangle
inequality there exists ¢ € {1,2} such that |p; — p| >e. Therefore, by renaming the output
“This is A;” of D as “real” and all other outputs as “simulated,” we have that the adversary
((Ai,ﬁ’i),f,ﬁr,D) exhibits that Sim does not satisfy Definition B.1. We have shown that no
simulator satisfies Definition B.1. Thus, the protocol is not strongly hiding, as required.

The case in which D demonstrates that commitment is not binding is handled similarly,
choosing ¢ and p, arbitrarily, and distinguishing between transcripts of runs based only on
their prefix (p.,D.). O

The above proof works regardless of the value of B’. That is, even if the running-time
gain B’ is larger by orders of magnitude than the adversary’s running time B, the protocol
still satisfies Definition 4.3. This means that a hiding protocol is not guaranteed to not leak
information that would otherwise be infeasible for the adversary to compute, but which can
be efficiently computed knowing any committed mechanism. To alleviate this concern, when
defining what it means for a protocol catalog to be strongly hiding (providing a counter-
part to the definition of a hiding protocol catalog in Definition 4.4), we are mindful that
the adversary’s running-time gain B’ is “mild,” modeled as a subpolynomial function of the

adversary’s running time B and the inverse 1/ of the attack-success probability e &7

Definition B.2 (Strongly Hiding Protocol Catalog). A commit-and-run protocol cata-
log ((ng,Lg,@bg,n?,L?,wf), (Sg,S;?))UEE is strongly hiding if there exists a subpolyno-

mial function @ : N*> — N such that for every o = (L4, n,, R, L,, B,e) € X, the protocol
((ng,Lg,¢g,n$,Lg,¢5),(Sg,ﬁ;f)) is strongly hiding for ¢ and B'=Q(B,/:).

An immediate consequence of Lemma B.1 is that a protocol catalog that is strongly hid-
ing is also hiding (if the protocols in the catalog are properly renamed to account for the

doubling of ¢ in that lemma). Whenever we must prove throughout this paper that any of

# "Following Footnote #60, we remind readers with background in cryptography that the subpolynomial
dependence on B and !/c is a reformulation of the standard cryptographic notion of “polynomial in the
security parameter.” Here this captures the standard cryptographic security requirement that a simulator
run in time polynomial in the security parameter.
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our constructed protocol catalogs is hiding, we instead, for added strength, prove that the

constructed protocol catalog is strongly hiding.

C Commit-then-Prove Protocols

In this appendix, we define what we call “commit-then-prove” protocols. We both define
the security requirements from these protocols and state their existence, which we prove in
Appendix #F. These protocols provide a general, flexible “one-stop-shop wrapper” around
all of the existing cryptographic tools (and definitions) needed in our proofs of Theorems 4.1
and 4.2. We hope that their self-contained definition and fairly low barrier for entry might
make them appealing also for independent use in other economic theory papers that may
wish to avoid the learning curve associated with directly using other cryptographic definitions
and tools.

“Commit-then-prove” protocols are protocols for one prover and one or more verifiers.
There are two types of stages in these protocols: In a commut stage, the prover irrevocably
commits to some secret information w. In a prove stage, the prover verifiably posts a claim ¢
about w, i.e., the verifiers are guaranteed that the prover (secretly) knows a proof P such that
n(w,p,P) holds, where 7 is a commonly known relation that verifies that P is a formal proof
of ¢ w.r.t. w. These requirements are formalized by way of emulating an ideal functionality,
called Forp, that captures the expected correctness and secrecy properties (see Fig. A.1).
Forp is presented in terms of a program to be run by an imaginary “trusted party.” It should
be stressed, though, that Forp is not meant to be executed by anyone; it is merely part of a
mental experiment used to capture the security properties of commit-then-prove protocols.

More formally, a commit-then-prove protocol consists of a set of programs, where each
program is parameterized by a security parameter. To streamline the use of commit-then-
prove protocols in our context, we restrict ourselves to programs whose output length is
always the same, and depends only on the security parameter. We call such programs

output-reqular.

Definition C.1 (Commit-then-Prove Protocol). A commit-then-prove protocol is a quadru-
plet of output-regular programs m = (drawrefstring, commit,prove,verify), parameterized by
a security parameter \. A commit-then-prove protocol 7 is secure for relation 7, maximum
committed message length n,,, maximum claim length n,4, and maximum proof length np if
two requirements are met. The first requirement is that there exist:

1. a parameter translation function 7:NxR-o— N, where A =7(B,¢) is sub-polynomial

in B and /e;
2. a simulator program S that, given a security parameter A and a sequence of bits

ps € {0,1}"s that we think of as an internal source of randomness, generates the
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Functionality 7\ p

ngP is parameterized by a relation® 7(-,-,-), a prover C, and the following four
procedures:

e ChooseCommitmentToken: takes no arguments, returns a string ¢ to be used as
a commitment token.

e ChooseProofToken: takes c and ¢, returns a string p to be used as a proof token.

e ChooseCommittedMessage: takes ¢/,¢’,p/, returns a message w’ to be used as a
message for commitment ¢’.

e ChooseProof: takes ¢/,¢',p’ (but NOT w’), return a (valid or invalid proof) P’
such that n(w’,¢’,P’) either holds or does not hold.

Férp proceeds as follows (initially, no records exist):

1. Commit Phase: Upon receiving input (Commit,w) from C, where w is a finite
sequence of bits, do: If a (Commit) message was previously received, then output
(False) to C. Otherwise, let ¢ + ChooseCommitmentToken(). If a record of
the form (-,¢) already exists, then return (abort). Otherwise, record (w,c) and
output (Commitment,c) to C.

2. Proof Phase: Upon receiving input (Prove,p,P) from C, do: If no (Commit)
message was received yet, then output (False) to C. Otherwise, let w be
what was received as part of the (Commit) message and let ¢ be what was
returned. If n(w,¢,P) does not hold, then output (False) to C. Otherwise, let
p<—ChooseProofToken(c,¢). Record (¢,¢,p,True) and output (Proof,p) to C.

3. Proof Validation Phase: Upon receiving input (Verify,c’,¢’,p’) from any
partY7

o If a record (¢”,¢",p",x) exists where (¢”,¢",p") = (c,¢’,p’), then output
(Verified,z).

e If no record of the form (-, ¢) exists, choose w' <+
ChooseCommittedMessage(c’,¢’,p’) and record (w',c).

e Let P’ < ChooseProof(c,¢’,p'). If n(w’,¢',P’") holds, then let x = True;
otherwise, let x =False. Record (¢/,¢’,p',x), and output (Verified,z).

% (w,p,P) should be interpreted as “true iff P is a (valid) formal proof that the statement ¢ holds
w.r.t. w.” In the context of our paper, for example, if w is a mechanism description and ¢ is a formal
statement of the form “the description is a valid description of a mechanism that is IR and DSIC, uses
at most n, run bits, and runs in time at most R,” then n(w,$,P) is true iff P is a (valid) formal proof
that w is a valid description of a mechanism that is IR and DSIC, uses at most n, run bits, and runs in
time at most R. As another example, if w is a mechanism description and ¢ is a statement of the form
“the described mechanism, when run on type profile ¢ using run bits p,, has outcome z,” then n(w,¢,P)
is true iff P is a (valid) formal proof that w describes a mechanism that when run on type profile ¢
using run bits p,, has outcome z (in this case, P does nothing more than simply trace a run of w).

bTn the Fcrp-separation challenge, these procedures are constructed by the simulator S.

Figure A.1: The commit-then-prove functionality. This formulation is a modification of the Commit-and-
Prove functionality from Canetti et al. (2002). The main difference is that in Canetti et al. (2002) the prover
can deposit secret witnesses adaptively, where each proof can relate to all witnesses deposited so far. For
simplicity, here proofs can relate only to the initial witness and the present one (denoted P); hence the name
“commit then prove.” However, the formulation here additionally mandates non-interactivity, namely that
each stage be implemented via a single message generated by the prover. See Appendix #F for further details.
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following five procedures:

e SimulateRefString: takes no arguments, returns a binary string s, to be used
as a simulated reference string (see below). We require that if ps is drawn uni-
formly at random, then the distribution of s;,, is identical to that of the output
of drawrefstring(\).

o ChooseCommitmentToken, ChooseProofToken, ChooseCommittedMessage, ChooseProof:
to be used by Fcrp as described momentarily.

The combined running time of S and each one of these procedures must be polynomial in
A, in the maximum committed message length n,,, in the maximum claim length ny, and in
the maximum proof length np.

To define the second requirement for 7 to be secure, we first define the following “chal-

lenge” for an adversary program A, which is officiated by an impartial challenge master.

The Fcrp-Separation Challenge:

1. The challenge master chooses a bit b uniformly at random.
2. If b =0 then the challenge master runs A in an interaction with the protocol m =
(drawrefstring,commit,prove, verify), parameterized by A. That is:
(a) The challenge master samples® a reference string s < drawrefstring(\) and hands
s to A.
(b) A can repeatedly choose between one of the following three options.

i. A sends (Commit,w) to the challenge master. In this case, if a (Commit)
message was already previously sent to the challenge master, the challenge
master outputs (False) to A. Otherwise, the challenge master draws a ran-
dom string? p, computes (c,u) = commit(\,w,p,s) and hands ¢ to A. (And
remembers the state p.)

ii. Asends (Prove,,P) to the challenge master. In this case, if a (Commit) mes-
sage was never previously sent to the challenge master, the challenge master
outputs (False) to A. Otherwise, the challenge master draws a (fresh) ran-
dom string p, computes (p,u') = prove(A,u,o,P,p), updates the state u <+ 1/,
and hands p to A.

iii. A sends (Verify,d,¢’,p’) to the challenge master. In this case, the challenge
master hands the value verify(\,s,c ¢’ ,p') to A.

3. If b=1 then the challenge master runs A in an interaction with Flp (see Fig. A.1)

and S with security parameter A. That is:

8 drawrefstring is a randomized program.
9p should be of sufficiently long length, that is, polynomial in all parameters of the problem.
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(a) The challenge master draws ps € {0, 1}"s uniformly at random, and
runs S = S(ps, A) to generate the five procedures SimulateRefString,
ChooseCommitmentToken, ChooseProofToken, ChooseCommittedMessage,
and ChooseProof. Next the challenge master invokes an instance of
ngP parameterized with ChooseCommitmentToken, ChooseProofToken,
ChooseCommittedMessage, and ChooseProof. Next, the challenge master runs
SimulateRefString to obtain a simulated reference string sg;,,,, which is handed
to A as a reference string.

(b) A can repeatedly choose between one of the following three options: to send
(Commit,w) to the challenge master, to send (Prove,p,P) to the challenge mas-
ter, or to send (Verify,c,¢',p’) to the challenge master. Either way, the challenge
master forwards the message to the instance of Flipp initiated in the previous
step, and hands the returned value to A.

4. Finally, A outputs a value b'. We say that A wins the challenge if b’ =b.

O ¢ if it wins the Forp-

An adversary program A is said to have separation advantage'
separation challenge with probability /2+e.

The second requirement for a protocol 7m to be secure is that for every running time
bound B €N and every separation advantage bound >0, it is the case that every adversary
program A that runs in time at most B-C,(\)—where A\=7(B,¢) and Cr(\) is the sum of
the maximum running times of commit, prove, and verify with security parameter A—has
separation advantage at most €. Such an adversary A that has separation advantage greater

than ¢ is said to break the security of .1

Definition C.2 (Perfect Completeness). An adversary A is called benign if in all of its
(Verify,c,¢,p) messages the value c is the value returned by the challenge master in re-
sponse to an earlier (commit,w) message, and the value p is the value returned by the
challenge master in response to an earlier (prove,¢,P) message. A commit-then-prove pro-
tocol has perfect completeness if there exists a simulator Sp such that all benign adversaries
have separation advantage ¢ =0 in the Fcrp-separation challenge with respect to Sg. (That
is, a benign adversary’s view in the corresponding Fcorp-separation challenge is statistically
independent from the bit b.)

Definition C.3 (Uniform Reference String). A commit-then-prove protocol m = (drawrefstring,commit,pro

10 Advantage over simply uniformly guessing, that is.
#11The requirement that 7 is a secure commit-then-prove protocol is a restatement, with three additions
discussed in Appendix #F, of the requirement that 7 UC-realizes Féorp as in Canetti (2020), which we
managed to simplify by avoiding the definition of the UC execution framework in its full generality before
specializing it for Flpp.
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is said to have a uniform reference string if drawrefstring simply draws a uniform random

string of some predefined length (that may depend on \).

Definition C.4 (Feasible Computation). A commit-then-prove protocol = =
(drawrefstring,commit,prove,verify) is called feasibly computable if:
e The running time of drawrefstring is polynomial in the security parameter \.
e The runnine time of commit is polynomial in the maximum message length n, and
the security parameter \.
e The running time of prove and of verify is polynomial in the maximum message length
Ny, the maximum claim length ng4, the maximum proof length np, the running time

of n, and the security parameter \.

Definition C.5 (Succinctness). A commit-then-prove protocol 7 is called succinct if it is
feasibly computable, and in addition, the running time of wverify is polylogarithmic rather
than polynomial in the maximum message length n,,, the maximum proof length np, and

the running time of 7.

Note that succinctness implies that the size of the output of commit is polylogarithmic
rather than polynomial in the maximum committed message length n,,, and that the size of
the output of prove is polylogarithmic rather than polynomial in the maximum proof length
np and the running time of 7.

We now state the main results of this appendix, which assert the existence of commit-
then-prove protocols with all of the above properties under suitable computational infeasi-

bility assumptions.

Theorem C.1. Under standard, widely believed computational infeasibility assumptions,
there exist feasibly computable secure commit-then-prove protocols with perfect completeness

and uniform reference string for any polytime-computable relation 1.

Theorem C.2. In the random oracle model, there exist succinct secure commit-then-prove
protocols with perfect completeness and uniform reference string for any polytime-computable

relation 7.

See Appendix #F for the proofs of these two theorems. We note that these proofs are
constructive. That is, each of these proofs provides an algorithmic way for transforming any
adversary that breaks the security of the commit-then-prove protocol into an adversary that
breaks the security of one of the underlying standard computational infeasibility assumptions
(or, for Theorem C.2, the security of the hash function that was modeled as a random oracle

in the analysis).
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D Proof of Theorems 4.1 and 4.2

via Commit-then-Prove Protocols

In this appendix, we prove Theorems 4.1 and 4.2 using the machinery introduced in Ap-
pendix C, constructing the commit-and-run protocol catalogs guaranteed to exist by these
theorems. For convenience, we restate the theorems before proving them. In fact, we restate
a stronger variant of each theorem, which guarantees strong hiding (Definition B.1) rather
than only hiding (Definition 4.3); each of Theorems 4.1 and 4.2 then follows from its stronger

variant by Lemma B.1.

Theorem D.1. Under standard, widely believed computational infeasibility assumptions,
there exists a strongly hiding, committing, implementing, and feasibly computable direct-

revelation commit-and-run protocol catalog.

Proof of Theorem D.1 (and of Theorem 4.1). Recall that a specification determines the
length of various strings and the security requirements. A specification is given as some
sextuplet o= (Lg,n,,R,L,,B,c) where:
e [, is an upper bound on the description length of a mechanism,
e n, is an upper bound on the number of run bits needed by a mechanism
e R is an upper bound on the running time of a mechanism description.
e L, is an upper bound on the length of a proof that a description is a valid description of
a mechanism that is IR and DSIC, uses at most n, run bits, and runs in time at most R,
e B is an upper bound on an the running time of an adversary (mechanism designer
who attempts to break her commitment, or players attempting to discover a secret
mechanism), and,

e £>0 is an upper bound on the attack-success probability of an adversary.

To prove Theorem D.1, we construct a commit-and-run protocol for each specification o.
Recall that to construct this protocol, we need to define:

e n7 — number of public random bits used in the commitment stage,

e L7 — length of a commitment message,

e )7 — commitment verifier: algorithm for verifying the validity of a commitment,

[

.nT

— number of run bits,
e L7 — length of a run message,
e )7 — run verifier: algorithm for verifying the proper running of a hidden mechanism,

and,
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° (SY(‘:’,S’;T ) — playbook recommending mechanism designer strategies for the commitment

and run stages.

We first define a commit-then-prove instance 77 = (drawrefstring, commit, prove,
verify) that realizes the commit-then-prove functionality from Definition C.1, and then use
this instance to define the commit-and-run protocol. We use a commit-then-prove instance
guaranteed by Theorem C.1.

Defining an appropriate commit-then-prove instance. We define the parameters

7 using the specification

for the commit-then-prove instance s
o= (Lg.n,,R,L,,Be) as follows:

e 1(A,p,P) is the relation “P is a (valid) proof that statement ¢ holds for A.”

o Set n, <+ L,.

e Set np<—max{Lp,R}.

e Set ny < maximum length of any formal statement that formalizes a statement of one

of the following two forms:
— “This is a valid description of a mechanism that is IR and DSIC, uses at most n,
run bits, and runs in time at most R.”

— “This description, when run on type profile ¢ using run bits p,, has outcome z.”
o Set A7 (3-|T|-2"-B+R/2).

Defining the grammar rules. We define the grammar rules for the commit-and-run
protocol using the specification o = (L., n., R, L,, B, €) and the instance

7% = (drawrefstring,commit,prove,verify) as follows:

[

9 — number of bits returned by a call to drawrefstring.

on

e L7 — sum of number of bits returned by commit and number of bits returned by prove.
We henceforth use the notation D.=(C,p,).

o 07(pes Do) = ¥ (s (C.p.)) is computed by running verify(A, pe, C, b, pe), Where ¢,
is the formal statement that formalizes the statement “this is a valid description of a
mechanism that is IR and DSIC, uses at most n, run bits, and runs in time at most R.”

e (n? is copied from o.)

e L7 — number of bits returned by prove.

b wg(pca Dc7 ta Pry T, pr) = ¢g(p07 (Cv pc>7 t7 Pry T, pr) is ComPUted by running
verify(/\, pe, C, o, (1, pr,x),pr), where ¢,(t, p,, x) is the formal statement that for-
malizes the statement “this description, when run on type profile ¢ using run bits p,,

has outcome z.”

Defining the playbook. We define the playbook (57,57) as follows:

A19



e The number of mechanism designer private random bits n,4 is the sum the number of
random bits needed by a single call to commit and twice the number of random bits
needed by a single call to prove. We henceforth use the notation pg=(p},p3,03) where
pl is of the length needed by commit while p? and p3 are of the length needed by prove.

e Commitment strategy for mechanism designer with mechanism description A and
(valid) proof P that A satisfies ¢.:

— Compute (C,u) < commit(\,A,pl.p.).
— Compute p. < prove(\,, ¢, P,p3).
— Send the commitment message D. < (C\p.).
e Run strategy for mechanism designer with mechanism description A:
— Compute x4 M4(t,p,).
Let P. be a (valid) proof that A satisfies ¢,(t,p,,z) (i.e., a proof that follows the

steps of the calculation of M4(t,p,) and proves that each step is correct).

— Compute p, < prove (A,u,qﬁr(t,pr,x),PT,pf’l).
— Send the outcome z as well as the run message D, < p,..

Properties of the protocol catalog. We have concluded the definition of our pro-

g
r7 e

tocol for each specification o. It remains to show that the resulting protocol catalog ((ng,Lg
is implementing, committing, strongly hiding (and thus, by Lemma B.1, hiding), and feasibly

computable.

Feasible Computation. The catalog is feasibly computable (Definition 4.5) because 7 is

feasibly computable by Theorem C.1.

Implementation. To prove that the catalog is implementing (Definition 4.1), note that
since the playbook by definition calculates the outcome M4(t,p,), it suffices to prove that
verifications are always successful when the mechanism designer follows the playbook. This
is due to m having perfect completeness. Indeed, by Definition C.2 there exists a simulator
Sp such that the separation advantage of every benign adversary A is =0, i.e., the view of
A in the corresponding Fcrp-separation challenge is statistically independent from the bit b.

Assume for contradiction that for some specification o, verifications would not pass for
some A, P, pg, pe, t, and p.. Construct a benign adversary A for the Fopp-separation
challenge as follows. A simply runs our commit-and-run protocol, playing the roles of both
the mechanism designer (using the playbook) and the players according to A, P, py, t, and
pr, replacing calls to commit, prove, and verify with respective messages to the challenge
master. A outputs b’ =1 if verifications pass, and ' =0 if any verification fails.

The running time of A is at most R+2C () (where C(\) is defined as in Definition C.1).

We thus obtain a contradiction by observing that this benign adversary has positive separa-
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tion advantage. Indeed, note that when b=1 (interacting with Sg), verifications always pass,

while when b=0 (interacting with 7), by our assumption they fail with positive probability.

Committing. To prove that the catalog is committing (Definition 4.2), for every specifica-
tion o, mechanism designer strategy (S.,S,) computable in time at most B, and p; € {0,1}",
it suffices to show that there exists a (not necessarily feasibly computable® 12) function F
(which we call a mechanism extractor) from sequences of n. bits to descriptions of mech-
anisms that are IR and DSIC, use at most n, run bits, and run in time at most R, such
that: With probability at least 1—¢ over p. € U({O,l}”ﬂ), for every t €T and p, €{0,1}", if
both commitment and run verifications succeed, then the mechanism that was run is Mpg,,).
That is:

PI' [EltETnOTG{O?l}nT s.t. S?“ (pd7pC7SC<IOd7/OC)7t7p7“)outc0me#ME(Pc)Q?pT) &

pc€U({0,1}7¢)
& 1/}c(Pc,Sc(Pd,Pc)) & 1/)7’ (pmSc(pdapc)ataprasr(pd7pc;Sc(pdapc)atapr))} Sg- (1)

To define the mechanism extractor E, we first define a whole set of possible mechanism
extractors, and show that when an extractor is drawn uniformly at random from this set,
its expected error (over both drawing it and drawing p.) is small; from this, we will deduce
that there exists some extractor in that set for which the expected error (over drawing p.)
is small, as required.

The extractors in the set are parametrized by a linear order IT over {0,1}"5 (where ng
is as defined in Definition C.1), to be chosen later in this proof. E(p.) is defined as follows
(recall that the mechanism extractor need not necessarily be feasibly computable), using the
simulator § that exists for 7 by Definition C.1.

L. Let (¢,pc) = Sc(pa:pe)-

2. Let ps €{0,1}"s be the II-first sequence such that the function SimulateRefString
constructed by S(ps, A\) chooses p. as the simulated reference string. Initialize
S=38(ps;A).

3. Recall that the simulator S, together with constructing the procedure
SimulateRefString that chooses the simulated reference string (which is here
used as p.), constructs four procedures, including ChooseCommittedMessage and
ChooseProof; run ChooseCommittedMessage with inputs ¢, ¢., and p., and denote
its output by A.

4. Run ChooseProof with inputs ¢, ¢., and p., and denote its output by P.

#12Recall that our notion of extraction differs from the standard cryptographic notion of extractability,
which requires the ability to feasibly approximately sample pairs (p., A). We have chosen our notion to
maximize economic usability. We nonetheless note that the constructions in this paper satisfy both notions.
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5. If n(A,¢.,P) holds, then return A; otherwise return an arbitrary IR and DSIC mech-
anism.

We first note that by definition of n and of ¢., any mechanism returned by Ej, for any
I1€{0,1}"s! (i.e., for any linear order IT over {0,1}"5) is IR and DSIC. We claim that:

Pr JteT,p.€{0,1}" s.t.
b BtET {01}

eU({0,1}"s) S, (pd,pc,Sc(pd,pc),t,pT)Outcome#MEH(pC)(t,pT) &
& wc(pcasc(pmpc)) & wr (paSc(pdapc)7t7,0r75r(pdypmsc(,odapc)atapr)” <e. (2>

Let ¢ be the probability on the left-hand side of Eq. (2). To prove that ¢<e as claimed, we
construct an adversary A for the Forp-separation challenge as follows:

e Run our commit-and-run protocol with the reference string of the Forp-separation
challenge as p., until the end of the commitment verification step, using the commit-
ment strategy S.. In addition to the call to verify from 1., also send a respective
message to the challenge master.

e Iterate over every t €T and p, € {0,1}"". For each such ¢ and p,, continue to run our
commit-and-run protocol (with the reference string of the Fopp-separation challenge
as p.), starting after the commitment verification step, using the run strategy S,., with
player reports ¢ and run bits p,.. Whenever there is a call to verify, in addition to this
call, also send a respective message to the challenge master.

e If the commitment verification succeeds (i.e., running . returns True) and in addi-
tion, in any of the iterations, the run verification succeeds (i.e., running ), returns
True) and yet the challenge master returned False for either the (Verify) message of
that iteration or the commitment-verification (Verify) message, then output & =1.
Otherwise, output &' =0.

The running time of A is at most (1+|7]-2")- (B+Cx())) (where Cy()) is defined as in
Definition C.1). Therefore, by the guarantee in Definition C.1, its separation advantage is
at most ¢/2.

Note that ps used by the mechanism extractor in Eq. (2) is distributed uniformly at ran-
dom in {0,1}"s (since SimulateRefString chooses the reference string uniformly at random
if ps is chosen uniformly at random), just like in the Forp-separation challenge. This creates
a natural coupling between the probability spaces in Eq. (2) and in the Forp-separation
challenge when the interaction is with F,;., and S (i.e., when b=1). Note that A never
sends any (Commit) or (Prove) messages to the challenge master. Therefore, if A is run in
an interaction with Fl.pp and S (i.e., if b=1), upon receipt of the commitment-verification

(Verify) message, Fcrp runs ChooseCommittedMessage with inputs ¢, ¢., and p. to obtain
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a (valid or invalid) description A, and ChooseProof with inputs ¢, ¢., and p. to obtain a
(valid or invalid) proof P, and returns True only if 7( A,¢.,P) holds; moreover, upon receipt of
any of the run-verification (Verify) messages, Forp returns True only if n(A,@(t,pr,:z:),Pr)
(with ¢, p,. of that iteration, where x is the outcome of that iteration) holds for some F,.
Therefore, the condition under which A outputs o' =1 holds whenever the event whose prob-
ability is (allegedly) bounded by Eq. (2) holds. On the other hand, if A is run in interaction
with 7 (i.e., b=0) then if any verification succeeds, then the challenge master returns True
for the corresponding (Verify) message, and so the condition under which A outputs &' =1
never holds. To sum up, with probability at least ¢ over the draw of ps, we have that A
wins the Forp-separation challenge. Otherwise A wins with probability 1/2. Overall, A wins
with probability at least ¢-14(1—¢q)-1/2="1/2+49/2, i.e., has separation advantage at least /2.
Hence, g<e, as claimed.'?

To complete the proof that the catalog is committing, note that Eq. (2) can be rewritten

as:

P dteT,p.€{0,1}" s.t.
neU({o,l}"swLcem&{l}w)[ pre 0Ly s

S (PasperSe(Paspe) t:0r) g eome 7 MEn(oe) (Lpr) &
& wc(pmsc(pcbpc)) & wr (PmSc(,Od,/)c)ataPer(/)dypmsc(/)dapc)at,f)r))}} Sé?. (3>

Therefore, there exists 11 € {0,1}"s! such that probability that is inside the expectation in
Eq. (3) is at most e. Thus, for this value of IT, we have that E; satisfies Eq. (1), as required.

Strong Hiding. To prove that the catalog is strongly hiding (Definition B.1; recall that
by Lemma B.1, this implies that it is also hiding as defined in Definition 4.3), for every B
and ¢ we first define Q(B,1/) (see Definition B.2) to be the running time of the simulator S
that exists for m by Definition C.1, when run with A as chosen above, plus the running time
of once running each of the procedures SimulateRefString and ChooseCommitmentToken
that it defines and twice running the procedure ChooseProofToken that it defines. Note
that @ is indeed a subpolynomial function since 7 is subpolynomial in B and in /e and since
the combined running time of & and these procedures is polynomial in \. We now prove
that for every specification o, the protocol is strongly hiding for B’=Q(B,/¢), by defining a
simulator Sim for the commit-and-run protocol. To define this simulator, we have to define
how it chooses commitment random bits p., and how it chooses (without knowing /Al, f), t, or

pr) a commitment message D’ and a run message D,. We define this simulator using S (the

13Recall that otherwise, A breaks the security of 7, and hence can be feasibly transformed into an adversary
that breaks the security of the underlying standard, widely believed computational infeasibility assumption.
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simulator for 7). The simulator Sim for the commit-and-run protocol draws ps € {0,1}"s
uniformly at random, initializes S=S(ps, ), and chooses p’. by setting it to be the simulated
reference string chosen by SimulateRefString. Sim chooses D’ as follows:

1. Run ChooseCommitmentToken; denote its output by c.

2. Run ChooseProofToken with inputs ¢ and ¢.; denote its output by p..

3. Set D.=(c,p.).

Sim chooses D! by running ChooseProofToken with inputs ¢ and ¢,.(t,p.,2’) and setting D),
to be its output.

The running time of Sim is at most Q(B,1/s). Assume for contradiction that there ex-
ists an adversary ((A,P),f, ,(')T,D) (quadruplet of mechanism-choosing strategy, joint player
strategy, run-bits-choosing strategy, and distinguisher), computable in time at most B, for
the commit-and-run protocol and Sim, such that the two probabilities in Definition B.1 are
more than e apart; w.l.o.g. assume that the second probability is higher (otherwise switch the
two outputs of the distinguisher D). We construct an adversary A for the Forp-separation
challenge as follows. A simply runs our commit-and-run protocol, without any of the verifi-
cation steps, playing the roles of both the mechanism designer (using the playbook) and the
players according to A(p.), P(p.), a uniformly drawn pg, t=1£(p.), and p, = p,(p.), where p.
is taken to equal the reference string, replacing calls to commit and prove (no calls to verify
occur as no verification steps are run) with respective messages to the challenge master. 4
then runs D on the resulting transcript, outputting " =0 if D outputs “real” and outputting
b'=1 if D outputs “simulated.”

The running time of A is at most R+ 2C;(\)+ B (where C;(\) is defined as in Defini-
tion C.1). We obtain a contradiction by observing that A has separation advantage greater
than ¢/2.'* By construction of Sim and A, the two probabilities from Definition B.1 respec-
tively correspond to the probability P(0'=0|b=1) of outputting ' =0 when truly b=1 and
the probability P(b'=0|b=0) of outputting b’ =0 when truly b=0. We have:

P(A wins)=P('=0 & b=0)+P(b'=1 & b=1)=
=P(V'=0[b=0)-12+ (1—-P(V'=0[b=1)) /2=
=1/2+1/2-(P(t/=0|b=0)—P(t'=0|b=1)) > o+¢/2. O

Theorem D.2. In the random oracle model, there exists a strongly hiding, committing,

implementing, feasibly computable, and succinct direct-revelation commit-and-run protocol

14Recall that this would mean that A breaks the security of 7, and hence can be feasibly transformed into
an adversary that breaks the security of the underlying standard, widely believed computational infeasibility
assumption.
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catalog.

Proof of Theorem D.2 (and of Theorem 4.2). The proof is the same as that of Theorem D.1,
with the change that instead of using a commit-then-prove instance guaranteed by Theo-
rem C.1, we use a commit-then-prove instance guaranteed by Theorem C.2. Then, the
catalog is feasibly computable (Definition 4.5) and succinct (Definition 4.6) because 7 is

succinct by Theorem C.2. [

E Illustrative Example 5: Simple Secure Multiparty

Computation of Single-Item Pricing

In this appendix, we return to the simple setting of Illustrative Example 1 from Section 2—
that of a seller offering an item to a buyer for some price—and present a simple rudimentary
construction that allows to calculate the outcome while hiding both the price s€{0,...,.H—1}
and the buyer’s reported value v€{0,...,H —1}, as suggested in Section 5.3. Specifically, the
buyer should learn nothing about s before sending her final message, and the seller should
learn nothing about v before learning the outcome, which happens upon receiving the buyer’s
final message; if trade takes place, then the buyer should learn s but the seller should learn
nothing about v beyond the fact that v > s (which is implied by trade); and if trade does not
take place, then neither the buyer nor the seller should learn more beyond the fact that v <s
(which is implied by no trade). The buyer should, as always, be convinced that there really
is a commitment here, i.e., that the seller has no way to alter the (hidden) price after she
has set it. While formalizing the precise guarantees that our construction for this example
affords is beyond the scope of this paper, we hope that it does give some intuition into how
it is even possible to perform a calculation in which no party, even in retrospect, might learn
all of the information.

We will continue to use the commitment scheme introduced in Illustrative Example 1 from
Section 2. The seller starts by sending to the buyer a commitment to H bits og,...,05_1,
where 0,=1, and 0; =0 for every i #s. Let C;= f? be the commitment to o; (where the value
of f€{g,h} depends on the value of ¢;). The seller then proves in zero-knowledge to the buyer
the she knows the logarithm base g of all but one of these values (and the logarithm base h
of one of these values, if we do not wish to allow the seller’s commitment to not allow sale
at even H—1); this can be done using our new generalized procedure from Appendix A.1.3.

Now, the buyer sends to the seller a commitment to H bits (y,...,05_1, where §; =1 if
the buyer is willing to buy at price i, and ;=0 otherwise. Let K; = f* be the commitment
to B; (where the value of f € {g,h} depends on the value of §;). The buyer furthermore
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sends to the seller H values Z,...,Zy_1, where Z;=CY " for every ¢ such that §;=1, and Z;
is uniformly drawn from G otherwise.'®
Finally, the seller checks whether Z, = KP?=. If so, then the seller reveals py to the buyer

and trade takes place at price s. Otherwise, trade does not take place.

F Proofs for Appendix C

In this appendix, we provide an overview of the main components in the construction
and analysis of commit-then-prove protocols, substantiating Theorems C.1 and C.2 from Ap-
pendix C. To keep the number of pages manageable, this appendix (and only this appendix)
is written to an audience with background in cryptography.

Recall that a commit-then-prove protocol 7 for some publicly known relation 7 allows a
committer to commit to a secret string w, and later provide, over time, public statements
¢1,02,..., where each ¢; is accompanied by a proof that the committer knows some secret
supporting information P; such that n(w,¢;, P;) holds. This is done while preserving the
secrecy of w and of the P;s, in the sense that interacting with the committer provides the
participants with no additional information or computational advantage beyond what can
be inferred from the the statements ¢1,¢s,... themselves. Furthermore, both the commitment
stage and each proof stage consists of a single message generated by the committer.

More specifically, a protocol 7 is a commit-then-prove protocol for relation n if 7 UC-
realizes F%TP? with the following additional properties. (1) Perfect completeness: when the
committer follows the protocol, the verifier is guaranteed to always accept. (2) The only
common state of the committer and the verifier programs is a uniformly distributed refer-
ence string. Furthermore, the simulated reference string is also distributed uniformly. (This
provision is later used to guarantee our analogue of soundness—i.e., what we call commit-
ting—in the commit-and-run protocols for each value of the reference string, except perhaps
for a negligible fraction.)!®

We also note that Forp is similar to the commit-and-prove functionality from Canetti

et al. (2002), with the following exceptions:

15One may wonder about consistency proofs for the buyer’s messages. We note that effective/zly7 the buyer
only agrees to buy at a certain price 7 if there exists p} such that both K; = g”; and Z; = C{*. The buyer
is incentivized to construct the messages as described, to indicate agreement to buy at each price ¢ if and
only if ¢ <wv. For simplicity, we therefore avoid consistency proofs for buyer messages.

16The UC framework allows the simulator to generate a reference string that is distributed differently
than prescribed by the protocol, as long as this fact remain unnoticed by the adversary. In contrast, the
Forp-challenge of Definition C.1 is a direct restatement of the requirement that the protocol in question
UC-realizes Forp with the aid of a common uniform string—with the exception that Definition C.1 restricts
attention to simulators that generate a reference string that is uniformly distributed.
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1. In Canetti et al. (2002), the committer can commit, over time, to multiple secret values
w1, W, ..., and then prove that each public statement ¢; satisfies 1(¢;,wy,ws,...) with
respect to multiple committed values. This also obviates the need to have explicit
supporting information Py,P,....

2. In Canetti et al. (2002) each commitment and proof stage is allowed to be interactive,
while FoTp requires non-interactivity.

3. In the case of Theorem C.2, the work done by the verifier algorithm should be polylog-
arithmic in |w|, as well as in |P;| and the running time of n(w,®;,P;) for all 7. (This of
course also means that the commitment and proof strings should be succinct as well.)

Constructions of commit-then-prove protocols in this work will thus follow a similar
structure to those in Canetti et al. (2002), while replacing components so as to satisfy the
additional requirements. Recall that in Canetti et al. (2002) the commitment stage can be re-
alized via any protocol that UC-realizes Fcowm, the ideal commitment functionality, whereas
each proof stage can be realized via any protocol that UC-realizes Fyzk, the zero-knowledge
proof functionality. In particular, the UC commitment protocols and zero-knowledge proofs
from Canetti and Fischlin (2001) work.

In the case of commit-then-prove protocols we use a similar strategy, except that here
we replace Fcom and Fzk by their non-interactive variants Fnrcom and Fnizk (see, e.g.,
Canetti et al., 2022), which provide the additional guarantee that the commit and prove
stages are each realized via a single message.!”

It thus remains to show how to appropriately realize Fnicom and Fnizk. For Theo-
rem C.1 we first show protocols that realize Fnicom and Fnizk with a common uniformly
random string. As demonstrated in Canetti et al. (2022), the Canetti and Fischlin (2001)
commitment protocol UC-realizes Fnicowm, provided a public-key encryption scheme that is
secure against chosen-ciphertext attacks and a claw-free pair of permutations. The reference
string is then interpreted as a pair (e,c¢) where e is a public key for the encryption scheme and
c is a key of the claw-free pair. Both primitives have instantiations based on standard, widely
believed computational infeasibility assumptions and where the relevant keys are uniformly
drawn. The protocol of Groth et al. (2012) UC-realizes Fnizk with a uniformly chosen ref-
erence string, under similar computational infeasibility assumptions. We further note that:
(1) the simulators in both Canetti and Fischlin (2001) and Groth et al. (2012) indeed use
a reference string that is distributed identically to the one used in the respective protocols,

and, (2) both protocols enjoy perfect completeness: as long as the parties follow the protocol,

1"The proof that the combination of a protocol that realizes Fnicom and a protocol that realizes Fnizk
actually realizes Fcrp is the same as in Canetti et al. (2002). In fact, the non-interactivity guarantees of
Fnicom and Fnizk allow simplifying the proof considerably. We omit further details.
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the verifier always accepts. (It is stressed that these instantiations are only given by way
of “proof of concept”; multiple other instantiations exist, offering a rich ground for trading
among various complexity parameters and computational infeasibility assumptions.)

For Theorem C.2, namely to guarantee succinctness, we resort to protocols analyzed in
the random oracle model, namely by protocols that employ a cryptographic hash function
that is modeled, for sake of analysis, as a random function. Specifically, such an idealized
hash function is modeled via the random oracle functionality Fro. Succinct protocols for
realizing Fnicom with access to Fro are described e.g. in Hotheinz and Miiller-Quade
(2004). Succinet protocols for realizing Fnizk with access to Fro are described, e.g., in
Ganesh et al. (2022). Also here, both protocols enjoy perfect completeness: as long as the
parties follow the protocol, the verifier always accepts.!®

In terms of concrete infeasibility assumptions, we recall that non interactive UC commit-
ments and Zero Knowledge can be realized from any number of computational infeasibility
assumptions that are standard and widely believed in cryptography, for instance the RSA as-
sumption, The Learning With Errors assumption, the Decisional Diffie-Hellman assumption
together with the Learning Parity with Noise assumption, the Bilinear Decisional Diffie—
Hellman assumption (see, e.g., Canetti and Fischlin, 2001; Canetti et al., 2002; Groth et al.,
2012; Brakerski et al., 2020; Canetti et al., 2022).
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